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UNIT -1 Introduction

1.1 Definition: -

The Internet of Things (IoT) describes the network of physical objects— “things”—that are
embedded with sensors, software, and other technologies for the purpose of connecting and
exchanging data with other devices and systems over the internet. “The Internet of Things (IoT)
1s a system of interrelated computing devices, mechanical and digital machines, objects, animals
or people that are provided with unique identifiers and the ability to transfer data over a network
without requiring human-to-human or human-to-computer interaction.”

According to the definition of IoT, it is the way to interconnection with the help of the internet
devices that can be embedded to implement the functionality in everyday objects by enabling
them to send and receive data. Today data is everything and everywhere. Hence, IoT can also
be defined as the analysis of the data generate a meaning action, triggered subsequently after
the interchange of data. IoT can be used to build applications for agriculture, assets tracking,
energy sector, safety and security sector, defense, embedded applications, education, waste

management, healthcare product, telemedicine, smatrt city applications, etc.

The Internet of Things
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Fig: - IoT Interconnection
However, all complete IoT systems are the same in that they represent the integration of four

distinct components: sensors/devices, connectivity, data processing, and a user interface.
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Characteristics of IoT:

Things-related services: The IoT is capable of providing thing-related services within the
constraints of things, such as privacy protection and semantic consistency between physical
things and their associated virtual things

Connectivity: Things in 1.O.T. should be connected to the infrastructure, without connection
nothing makes sense.

Intelligence: Extraction of knowledge from the generated data is important, sensor generate
data and this data and this data should be interpreted properly.

Scalability: The no. of things getting connected to the LO.T. infrastructure is increased day by
day. Hence, an IOT setup shall be able to handle the massive expansion.

Unique Identity: Each IOT device has an I.P. address. This identity i1s helpful in tracking the
equipment and at times to query its status.

Dynamic and Self-Adapting: The IOT device must dynamically adopt itself to the changing
context. Assume a camera meant for surveillance, it may have to work in different conditions
and at different light situations (morning, afternoon, night).

Heterogeneity: The devices in the IoT are heterogeneous as based on different hardware
platforms and networks. They can interact with other devices different networks.

Safety: Having got all the things connected with the Internet possess a major threat, as our

personal data is also there and it can be tampered with, if proper safety measures are not taken.

1.2 History of IoT: -
IoT 1s not a fresh concept in computation science domain, but it has evolved into an innovative
architype that conglomerates a large number of smart devices — which are rapidly increasing in
number, as well as their capacity to be remotely linked - with data exchange from several
sources. In 1990, John Romkey and Simon Hackett created the Internet Toaster, the first linked
Toaster device driven by the World Wide Web. Interop then installed a little bot to grab a bit of
toast and place it in the toasting machine in 1991, making it a fully automated machine. The
Internet Toaster was linked to the Internet ten years later, in 1999. When Ashton K. invented
the keyword "internet of things," the concept was already well-known (3). Within a couple of
year, Dr. Andy of IBM and Arlen of Arcom created MQ Telemetry Transport (MQTT), the first
of its kind protocol allowing a machine to communicate with another machine for linked

devices.
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Evolution of Internet of Things
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Fig: Illustrates evolution of Internet of Things (IoT)

ARPANET was the first connected network The history of loT starts with ARPANET. In 1982,
a graduate student in Carnegie Mellon University's computer science department, David
Nichols and his team, generate a system to identify the cold soda available or not in a vending
machine.

Later in 1990 John Romkey developed a toaster that could be turned on and off over the Internet
and known as a first IoT device found in a history. It was a toaster wired to the computer as
there was no Wi-Fi then!! This toaster is considered to be the first loT device - the first “thing"
that began Internet of Things. Hence, John Romkey known as a father of IoT.

Hence, advance IoT has begun since then.

1.3 IoT Architecture: -
Internet of Things (IoT) technology has a wide range of applications and the use of the Internet
of Things 1s growing faster than before. Internet of Things (IoT) is the networking of physical
objects that contain electronics embedded within their architecture to communicate and sense
Interactions amongst each other or to the external environment.
The architecture of IoT is divided into 4 different layers i.e. Sensing Layer, Network Layer,
Data processing Layer, and Application Layer.
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Data Flow 4 Stage loT Architecture
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Fig: Architecture of IoT

Sensing Layer: The sensing layer is the first layer of the Internet of Things architecture and 1s
responsible for collecting data from different sources. This layer includes sensors and actuators
that are placed in the environment to gather information about temperature, humidity, light,
sound, and other physical parameters. Wired or wireless communication protocols connect these

devices to the network layer.

Network Layer: The network layer of an IoT architecture is responsible for providing
communication and connectivity between devices in the IoT system. It includes protocols and
technologies that enable devices to connect and communicate with each other and with the wider
internet. Examples of network technologies that are commonly used in IoT include WiFi,
Bluetooth, Zigbee, and cellular networks such as 4G and 5G technology. Additionally, the
network layer may include gateways and routers that act as intermediaries between devices and
the wider internet, and may also include security features such as encryption and authentication

to protect against unauthorized access.

Data processing Layer: The data processing layer of IoT architecture refers to the software
and hardware components that are responsible for collecting, analyzing, and interpreting data
from IoT devices. This layer is responsible for receiving raw data from the devices, processing

it, and making it available for further analysis or action. The data processing layer includes a
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variety of technologies and tools, such as data management systems, analytics platforms, and
machine learning algorithms. These tools are used to extract meaningful insights from the data
and make decisions based on that data. Example of a technology used in the data processing

layer is a data lake, which is a centralized repository for storing raw data from IoT devices.

Application Layer: The application layer of IoT architecture is the topmost layer that interacts
directly with the end-user. It is responsible for providing user-friendly interfaces and
functionalities that enable users to access and control IoT devices. This layer includes various
software and applications such as mobile apps, web portals, and other user interfaces that are
designed to interact with the underlying IoT infrastructure. It also includes middleware services
that allow different IoT devices and systems to communicate and share data seamlessly. The
application layer also includes analytics and processing capabilities that allow data to be
analyzed and transformed into meaningful insights. This can include machine learning

algorithms, data visualization tools, and other advanced analytics capabilities.

1.4 IoT Frameworks: -

An IoT framework can be defined as a set of protocols, tools, and standards that provide a
specific structure for developing and deploying IoT applications and services. In other words,
an IoT framework gives you the basics for building your own application.
When you use a framework, you get access to a range of features and capabilities for the
development of IoT Solutions, applications, and smart connected products.
The framework of IoT typically includes a combination of the following:

e Hardware

e Software

e Networking elements (IoT protocols)

e Device management

e Security

e Data management

e Application development

e (loud-based platform.
These components work together to enable the seamless integration of IoT devices and systems.
Types of IoT frameworks
There are IoT frameworks that are open source, and others that are proprietary. IoT framework

open source doesn’t mean that it is free, Open source frameworks are useful because they
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provide access to the code of the platform in order to make any modifications as needed and
build the IoT application with more freedom. proprietary frameworks are IoT frameworks that

don’t grant access to the source code and platform.

Proprietary IoT frameworks:

AWS IoT, Azure IoT, IBM Watson IoT, KAA IoT, and Google IoT Core.

AWS IoT: One of the most popular solutions by Amazon. It not only contains the cloud side to
accelerate the release time of the solution, but also offers frameworks in the device side, like a
flavor of FreeRTOS an Operative System. This OS is widely used in microcontrollers and their
flavor makes it very easy to connect to their cloud.

Azure IoT: The solution used by many corporations. It shares many of the elements of AWS,

and also competes having additional resources for the devices like their Azure RTOS.

Open-source IoT frameworks:

ThingsBoard, OpenHab, DeviceHive, Mainflux, and Eclipse IoT.

ThingsBoard: a solution that goes from data acquisition to visualization, alarms and
messaging. It has an open source version, as well as a professional one (non open source) with
more features.

OpenHab: A framework specifically for home automation, with different options to integrate,
either cloud or in your own home using something like a raspberry pi.

DeviceHive: A free solution you can deploy on your own servers to get started, and connect
applications like Grafana to visualize the data. You can also sign into their playground to see

the capabilities before deploying it yourself.

1.5 Benefits of IoT:
The Internet of Things (IoT) 1sn’t just a buzzword; it’s a transformative force that’s reshaping
how we interact with technology and the world around us.
Improved Efficiency and Productivity:
IoT enables automation and optimization of processes, leading to improved efficiency in various
industries. For example, smart manufacturing uses IoT to monitor equipment performance and

optimize production processes.
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Cost Savings:
By optimizing operations, reducing downtime, and improving resource utilization, IoT can lead
to significant cost savings for businesses. Predictive maintenance, for instance, helps reduce
maintenance costs by fixing issues before they cause failures.
Enhanced Data Collection and Analytics:
IoT devices generate vast amounts of data that can be analyzed for actionable insights. This
data-driven approach enables businesses to make informed decisions, improve customer
experiences, and develop new products/services.
Remote Monitoring and Control:
IoT enables remote monitoring and control of devices and processes. This capability is valuable
in sectors like healthcare (remote patient monitoring), agriculture (precision farming), and
utilities (smart grid management).
Improved Safety and Security:
IoT systems can enhance safety by monitoring environmental conditions (e.g., air quality
sensors) and detecting anomalies (e.g., unauthorized access). Security features like encryption
and authentication protect IoT data and devices from cyber threats.
Enhanced Customer Experience:
IoT enables personalized and responsive customer experiences. Examples include smart homes
(connected devices for convenience and energy efficiency) and retail (personalized shopping
experiences based on IoT data).
New Business Opportunities:
IoT opens up new revenue streams and business models. Companies can offer IoT-based
services (e.g., subscription-based monitoring and maintenance), create connected products, or
enter new markets with IoT-enabled solutions.
Environmental Impact:
IoT can contribute to sustainability efforts by optimizing resource consumption (e.g., smart
energy management), reducing waste (e.g., smart recycling bins), and enabling environmentally
friendly practices.
1.6 Application of IoT:
Application of IoT not confined only in industrial automation, now a day it has become
major marts of health, military and more sectors. Some of the examples are as follows:
Smart Home:
IoT devices like smart thermostats, lighting systems, and security cameras enhance

convenience, energy efficiency, and security in homes.
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Healthcare:

IoT facilitates remote patient monitoring, telemedicine, and wearable health devices that
track vital signs and provide real-time health data to healthcare providers.

Smart Cities:

IoT applications in urban environments include smart traffic management, waste
management, environmental monitoring, and public safety systems.

Industrial IoT (IToT):

[oT optimizes manufacturing processes with predictive maintenance, asset tracking, supply
chain management, and real-time monitoring of equipment and production lines.
Agriculture:

Precision farming uses IoT sensors and data analytics to monitor soil conditions, crop
growth, and livestock health, optimizing farming practices and maximizing yields.

Retail:

IoT enables personalized shopping experiences, inventory management (e.g., RFID tags for
tracking), and smart shelves that automate stock replenishment.

Transportation and Logistics:

IoT improves fleet management, logistics optimization, vehicle tracking, and predictive
maintenance of transportation assets (e.g., trucks, ships).

Energy Management:

ToT-based smart grids monitor energy consumption, optimize distribution, and integrate
renewable energy sources for efficient energy management.

Environmental Monitoring:

IoT sensors monitor air quality, water quality, and environmental conditions to detect
pollution levels, mitigate environmental impact, and ensure public health.

Building Automation:

IoT devices control heating, ventilation, air conditioning (HVAC), lighting, and security

systems in buildings for energy efficiency and occupant comfort.
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Unit 2. Fundamental Mechanisms and Key Technologies

1.6 Identification of IoT Objects and Services:

IoT objects and services refers to the process of uniquely identifying and categorizing the

various devices, sensors, and services that comprise an Internet of Things (IoT) ecosystem. This

identification is crucial for managing and interacting with IoT devices effectively.

Unique Identification: Each IoT device or sensor needs a unique identifier (UID) to distinguish

it from other devices in the network. This identifier could be a MAC address, IP address, or

another unique identifier assigned during manufacturing or setup.

1. Metadata and Attributes: Alongside the identifier, IoT objects are often associated with
metadata and attributes that describe their capabilities, location, status, and other relevant
information. This metadata helps in understanding the context and capabilities of the IoT
device or service.

2. Service Discovery: IoT services also need to be identifiable and discoverable within the
network. Service discovery protocols like SSDP (Simple Service Discovery Protocol) or
mDNS (Multicast DNS) enable IoT devices to announce their presence and capabilities
dynamically.

3. Semantic Interoperability: To ensure seamless communication and interoperability
between different IoT devices and services, standardized identification and data formats are
essential. Semantic technologies such as RDF (Resource Description Framework) and
ontologies help in defining relationships and meanings between IoT objects and services.

4. Security Considerations: Secure identification and authentication mechanisms are crucial
to prevent unauthorized access and ensure the integrity of IoT ecosystems. Techniques like
cryptographic keys, secure protocols (e.g., TLS), and authentication mechanisms (e.g.,
OAuth) help in securing IoT communications.

5. Lifecycle Management: Throughout the lifecycle of IoT objects and services (from
deployment to decommissioning), proper identification and management practices ensure
efficient operation and maintenance. This includes tracking changes, updates, and
configurations.

6. Integration with IoT Platforms: Many IoT deployments use platforms that manage device
connectivity, data processing, and application integration. Effective identification of IoT

objects and services facilitates seamless integration with these platforms.
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ToT Services: -

1. Remote Monitoring and Control: IoT enables remote monitoring and control of devices
and systems. This includes monitoring environmental conditions (like temperature,
humidity, air quality) in smart buildings or industrial settings, and remotely controlling
equipment and appliances.

2. Predictive Maintenance: IoT sensors can monitor the condition of equipment in real-time,
enabling predictive maintenance. By analyzing data such as vibration patterns, temperature
variations, or fluid levels, IoT systems can predict when maintenance is needed to prevent
equipment failures and downtime.

3. Asset Tracking and Management: IoT facilitates tracking and managing assets in various
industries, such as logistics, healthcare, and manufacturing. GPS and RFID tags enable real-
time location tracking of goods and equipment, optimizing inventory management and
supply chain logistics.

4. Smart Home Automation: IoT devices enable automation and control of home appliances,
lighting, heating/cooling systems, security cameras, and more. Smart home devices can be
controlled remotely via smartphones or voice assistants, enhancing convenience and energy
efficiency.

5. Environmental Monitoring: IoT sensors monitor environmental parameters such as
pollution levels, noise levels, water quality, and weather conditions. This data is used for
environmental management, urban planning, and public health monitoring.

6. Healthcare Monitoring: IoT devices are used for remote health monitoring of patients,
elderly individuals, and those with chronic conditions. Wearable devices and medical
sensors collect health data (like heart rate, blood pressure, glucose levels) and transmit it to
healthcare providers for real-time monitoring and timely intervention.

7. Smart Grids and Energy Management: IoT technologies are applied in smart grids to
monitor energy consumption, manage energy distribution efficiently, and optimize
renewable energy integration. Smart meters and sensors enable utilities and consumers to
track and manage energy usage in real-time.

8. Industrial Automation (Industry 4.0): IoT plays a crucial role in industrial automation
and digitization (Industry 4.0). It enables smart factories to monitor and optimize
manufacturing processes, improve operational efficiency, and enable predictive
maintenance of machinery and equipment.

9. Transportation and Fleet Management: IoT devices in vehicles and transportation

systems provide real-time data on vehicle location, speed, fuel consumption, and driver
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behavior. This information is used for route optimization, fleet management, and improving
safety and efficiency in logistics and transportation.

10. Smart City Applications: IoT technologies are integrated into urban infrastructure for
smart city applications such as smart parking, traffic management, waste management, and
public safety. Sensors and data analytics improve city services and quality of life for

residents.

2.2 Environmental Characteristics of IoT: (IMP)

The Internet of Things (IoT) encompasses a network of physical devices embedded with electronics,
software, sensors, and connectivity, enabling them to collect and exchange data. This technology is
transforming industries like healthcare, manufacturing, and transportation by generating vast
amounts of data for analysis, innovation, and business opportunities.

Key characteristics of IoT include:

Connectivity: Devices in IoT are interconnected via networks, enabling seamless communication
and data exchange.

Intelligence and Identity: IoT devices gather data and derive insights, each having a unique
identity for tracking and querying.

Scalability: IoT systems can handle massive expansion, managing large volumes of generated data
effectively.

Dynamic and Self-Adapting: Devices can adapt to changing environments and scenarios
autonomously, enhancing versatility.

Architecture: IoT systems are heterogeneous, supporting diverse technologies and manufacturers
to operate cohesively.

Security: Ensuring data and device safety is critical due to the large-scale connectivity and sensitive
mformation involved.

Self-Configuring: Devices can autonomously configure and integrate new devices into existing
networks with minimal user intervention.

Interoperability: Standardized protocols enable devices and systems from different manufacturers
to communicate seamlessly.

Embedded Sensors and Actuators: These components allow devices to interact with their
environment, collect data, and perform actions based on analysis.

Autonomous Operation: IoT devices can operate independently, making decisions and taking
actions without human intervention.

Data-Driven: IoT systems leverage data analytics to optimize operations, improve efficiency, and

drive decision-making.
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Ubiquity: IoT devices are pervasive across various environments, fostering a seamlessly
mterconnected world.

Context Awareness: Devices can understand and respond to their surroundings, enhancing their
effectiveness and efficiency.

Since, above mention characteristics are generalized form of IoT characteristics environmental
characteristics of IoT refer to the conditions and context in which IoT devices operate. These
characteristics encompass various factors that influence the deployment, performance, and
reliability of IoT systems in real-world environments.

Environmental characteristics in IoT:

Physical Environment: IoT devices are deployed in diverse physical environments such as urban
areas, mdustrial settings, homes, outdoor spaces, and remote locations. Each environment poses
unique challenges and considerations, such as temperature extremes, humidity levels, exposure to
dust or water, and physical vibrations, UV rays exposer areas (like Chornobyl).

Power Supply: IoT devices may operate on different types of power sources, including batteries,
mains power, or renewable energy sources. The availability and reliability of power sources impact
the design and deployment of IoT devices, especially in remote or off-grid locations.

Network Connectivity: The availability and quality of network connectivity (e.g., Wi-F1i, cellular,
LPWAN) vary across different environments. Urban areas typically have robust network
infrastructure, whereas rural or remote areas may have limited connectivity options. IoT systems
must adapt to these varying connectivity conditions.

Interference and Noise: IoT devices may encounter electromagnetic interference (EMI), radio
frequency interference (RFI), or other sources of noise that can affect communication reliability
and performance. Industrial environments, for example, may have high levels of interference from
machinery.

Security and Privacy: Environmental characteristics also include considerations related to security
and privacy. IoT devices may be exposed to physical tampering, unauthorized access, or data
breaches, especially in public or unsecured environments. Robust security measures are essential to
protect sensitive data and ensure device integrity.

Durability and Longevity: IoT devices often need to withstand harsh environmental conditions
and operate reliably over extended periods without maintenance. This durability requirement is
crucial in industrial applications, outdoor deployments, and remote monitoring scenarios.
Regulatory and Compliance: Different environmental settings may be subject to specific
regulations, standards, or compliance requirements (e.g., environmental regulations, safety
standards). IoT devices must adhere to these regulations to ensure legal compliance and operational

safety.
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Adaptability and Flexibility: IoT systems should be adaptable and flexible to accommodate
changes in environmental conditions, operational requirements, and technological advancements.

This adaptability allows IoT deployments to scale, evolve, and integrate seamlessly with existing

mfrastructure.

2.4 Traffic Characteristics:

Machine-to-Machine (M2M) communication is essential in the IoT paradigm, with the number of
connected devices and network traffic growing exponentially. These devices often operate on low
power and use constrained networks, unlike traditional human-centric communications.
Understanding traffic characteristics is crucial for effective network design, allowing technology to
better meet application requirements and utilize limited resources efficiently. Traffic characteristics
can highlight the feasibility of IoT use cases and barriers to global deployment, improving solutions
and accelerating deployment. Traffic characteristics in the Internet of Things (IoT) refer to the
specific patterns, behaviors, and attributes of data transmission between devices within an IoT
network.

Data Volume: IoT devices often generate a vast amount of data, but the volume can vary
significantly depending on the application. For example, a video surveillance system generates
much more data than a temperature sensor.

Data Frequency: Some IoT devices send data continuously (e.g., video feeds), while others
transmit data at regular intervals (e.g., hourly temperature readings) or only when certain events
occur (e.g., a door sensor triggered).

Data Velocity: This refers to the speed at which data is generated and needs to be processed. Real-
time applications, such as autonomous driving, require high-velocity data processing.

Data Variety: IoT traffic can include various data types such as text, images, audio, and video. The
nature of the data influences the network requirements and processing methods.

Latency Sensitivity: Some IoT applications are highly sensitive to latency (e.g., industrial
automation, healthcare monitoring), requiring immediate data transmission and response.
Reliability and Quality of Service (QoS): Different IoT applications have varying requirements
for data reliability and QoS. For instance, safety-critical systems demand high reliability and
guaranteed delivery.

Mobility: Many IoT devices are mobile (e.g., connected vehicles, wearable devices), leading to
dynamic changes in network topology and connectivity.

Security: IoT traffic often includes sensitive information, necessitating robust security measures to

protect data integrity, confidentiality, and availability.
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Scalability: IoT networks must be scalable to handle the increasing number of devices and the
growing amount of data traffic efficiently.
Energy Consumption: Many IoT devices are battery-powered, so energy-efficient communication

protocols and traffic management strategies are essential to prolong device lifespan.

2.5 Scalability: -
Scalability in IoT refers to the ability of an IoT system to handle a growing number of devices,
increased data traffic, and expanded functionalities without compromising performance, efficiency,
or security.
Scalability in IoT Systems:
1. Network Capacity:
Increased devices and data traffic necessitate sufficient network capacity.
May require upgrading network infrastructure (e.g., more access points, mesh networks,
Increased bandwidth)
2. Data Processing:
Large data volumes from IoT devices require efficient processing and analysis.
Edge computing reduces latency and network traffic by processing data closer to the source.
Cloud computing can handle large data volumes.
3. Device Management:
Managing numerous devices requires a scalable device management system.
Features needed: automated provisioning, remote management, over-the-air updates.
4. Security:
Increased devices and data traffic heighten security importance.
Scalable security should include encryption, authentication, access control.
Must adapt to changing threats and vulnerabilities.
2.6 Interoperability: -
Interoperability in the Internet of Things refers to the ability for different devices, services, and
systems to seamlessly exchange data and integrate with each other. This enables faster and more
efficient communication between components inside an IoT interoperability framework; the various
parts — from sensors to applications — all operate logically under the same Interoperability Standards
- the latest being the Matter v1.2 introduced in October 2023.
The interoperability of devices and services within an IoT framework is essential for a unified user
experience — and has important implications for testing/quality assurance environments. Without
seamless interoperability, users must contend with multiple incompatible systems that cannot share

data accurately or interact in meaningful ways, leading to wasted time and resources.
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To ensure effective interoperability, therefore, various cross-vendor standards have been
established to facilitate better communication and interoperability between devices and services.
These standards dictate how data is transmitted, what type of data can be exchanged, how it is
secured and more, making it easier for businesses to develop new IoT applications and services, as
they provide a baseline for interoperability to build upon.
Types of Interoperability
1. Technical Interoperability:
Refers to the ability of systems or components to communicate and share messages without
understanding their content.
Requires network connectivity and 1s related to machine-to-machine (M2M)
communication.
Involves necessary protocols, hardware, and software.
2. Syntactic Interoperability:
Ensures systems can correctly interpret the message structure of exchanged information.
Systems can read data formats (e.g., CSV, XML, JSON) but may not understand the data's
meaning.
Standardized data formats prevent ambiguity in interpreting data structures.
3. Semantic Interoperability:
Allows systems to interpret the content and meaning of exchanged mformation.
Utilizes ontologies, semantic technologies, and knowledge management systems.
Enables systems to understand and use data in the correct context (e.g., recognizing

temperature values from a dataset).

2.7 Security and Privacy: -

The Internet of Things includes more devices with every passing day. By 2025, the world could
expect around 64 billion IoT devices in use. The growth in the number of IoT devices is definitely
beneficial with a major transformation in the ways for carrying out everyday activities. For example,
smart lighting could help in reducing your electric bill and energy consumption.

The benefits of connected healthcare devices have been helping people in obtaining a better
impression of thewr health. However, the benefits introduce prominent risks with the number of
growing devices. The growth in the number of connected devices in the IoT ecosystem can present
1issues for security in IoT by offering more entry points for cybercriminals and hackers.

Some of the key point of security in IoT device:

Security Challenges:

1. Data Transmission Security:

Provided By Dilbar Yadav 17 Website :- www.arjun00.com.np



a. Ensuring data integrity and confidentiality during transmission.

b. Use of encryption protocols like TLS/SSL to protect data.

c. Device Authentication and Authorization:

d. Verifying the identity of IoT devices before allowing them to access the network.

e. Implementing strong authentication mechanisms (e.g., digital certificates, secure
tokens).
2. Software and Firmware Security:
a. Protecting devices from malware and unauthorized software updates.
b. Regularly updating firmware to patch vulnerabilities.
3. Network Security:
a. Securing the communication channels and preventing unauthorized access.
b. Use of firewalls, intrusion detection systems (IDS), and virtual private networks
(VPNs).
4. Key points on Privacy Concerns:
5. Data Collection and Storage:
a. Limiting the amount of personal data collected and stored by IoT devices.
b. Implementing data minimization and anonymization techniques.
6. User Consent and Control:
a. Providing users with clear information about data collection practices.
b. Obtaining explicit consent from users before collecting their data and allowing them
to control their data.
7. Data Usage Transparency:
a. Ensuring transparency in how collected data 1s used and shared.
b. Providing users with access to their data and informing them about third-party data
sharing.
8. Data Retention Policies:
a. Defining and enforcing policies for how long data is retained.

b. Regularly deleting data that is no longer needed.

2.8 Open Architecture: -

The Internet of Things open architecture refers to a design framework that allows interoperability,
flexibility, and scalability across various IoT devices, platforms, and services. This architecture
emphasizes the use of open standards and protocols, enabling diverse devices and systems to

communicate and work together efficiently.
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I

Security Layer
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|
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(Device Management, Network Management)

key components and layers in an IoT open architecture:

1. Device Layer

Sensors and Actuators: These are the edge devices that collect data from the environment

(sensors) or perform actions based on commands (actuators).Microcontrollers/Processors:

These components process data at the edge, often in real-time, to make quick decisions or

pre-process data before sending it to higher layers.

2. Connectivity Layer

Communication Protocols: This includes protocols like MQTT, CoAP, HTTP/HTTPS, and

WebSockets that facilitate data transfer between devices and gateways.
Network Technologies: Wi-Fi, Bluetooth, Zigbee, LoRa, and cellular (3G/4G/5G) are used

to connect devices to the network.

3. Edge Layer

Edge Gateways: These devices aggregate data from multiple sensors/actuators, perform

local processing, and ensure efficient data transmission to the cloud or other higher layers.

Edge Computing: Local processing and analytics capabilities to reduce latency and

bandwidth usage.

4. Data Processing Layer
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Data Storage: Databases (SQL, NoSQL) that store collected data for short-term and long-
term analysis.
Data Analytics: Tools and frameworks (like Apache Kafka, Spark) used to analyze data for
generating insights.

5. Application Layer
User Interfaces: Dashboards, mobile apps, and web applications that allow users to interact
with the IoT system.
APIs: Application Programming Interfaces that enable the development of new applications
and services by accessing IoT data.

6. Security Layer
Authentication and Authorization: Mechanisms to ensure that only authorized devices and
users can access the IoT network and data.
Data Encryption: Encrypting data at rest and in transit to protect against unauthorized access
and tampering.

7. Management Layer
Device Management: Tools for provisioning, configuring, monitoring, and updating IoT
devices.
Network Management: Ensuring reliable connectivity and optimal performance of the

network infrastructure.

2.9 Key IoT Technologies: -
The Internet of Things i1s a network of interconnected devices, machines, objects, animals, or
people, all equipped with unique identifiers and capable of data exchange without human
mtervention. IoT aims to create smart environments for improved living. For such a hectic works
IoT need solid technology to work on a unified system.
IoT Technology: -
1. Device Hardware:
These are the 'things' in IoT, ranging from tiny sensors to large machines. They can be any
object, including animals or humans, turned into connected devices with the addition of

sensors, actuators, and appropriate software.
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Hardware

2. Device Software:
This makes devices 'smart' by enabling communication with the Cloud, data collection,
integration, real-time data analysis, and providing user applications for data visualization
and interaction.
3. Communications:

Without communication IoT won’t be IoT, that’s why physical connectivity solutions (e.g.,
cellular, satellite, LAN) and protocols (e.g., ZigBee, MQTT, LwM2M) for data exchange
between devices and the IoT ecosystem are must to be an IoT. Some of the
Protocols: -
Standardized communication protocols (e.g., MQTT, CoAP, LwM2M) ensure
interoperability between different IoT devices and platforms, facilitating seamless data
exchange.

* RPL (Routing Protocol)

* CoAP (Constrained Application Protocol)

* REST (Representational State Transfer)

* HTTP (Hyper Text Transfer Protocol)

* MQTT (Message Queuing Telemetry Transfer)

* XMPP (Extensible Messaging and Presence Protocol)
Communication: -
IoT relies on various connectivity solutions to transmit data. This includes both wired and
wireless technologies such as

* Ethernet

* RFID

* NFC (Near - Field Communication)

* 6LowPAN (Low -Power Wireless Personal Area Networks)
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*« UWB (Ultra-Wide Band)
* ZigBee (Zonal Intercommunication Global-standard)
* Bluetooth
* Wi-Fi
* Wi-Max (Worldwide Interoperability for Microwave Access)
* 2G/3G/AG
Network backbone:
* [Pv4 (Internet Protocol Version 4)
* [Pv6 (Internet Protocol Version 6)
* UDP (User Datagram Protocol)
* 6LowPAN (Low -Power Wireless Personal Area Networks)
4. Platform:
An IoT platform gathers, manages, processes, analyzes, and presents data from devices. Edge
and cloud computing provide the necessary infrastructure for processing, analyzing, and storing
massive amounts of data generated by IoT devices. Advanced analytics, including machine

learning and artificial intelligence, help derive actionable insights from this data.

2.10 Device Intelligence: -
Device intelligence is a process of collecting device information, analysis and identity validation to
allow business and IT professional to accurately ascertain what's on the data and what will be the
future outcomes. In other word Device Intelligence refers to the capability of a device to perform
tasks, make decisions, and adapt to its environment autonomously, without constant human
mtervention. This intelligence 1s achieved through a combination of advanced technologies such as
sensors, processors, software algorithms, and connectivity, enabling the device to process data,
learn from experiences, and communicate with other devices or systems.
e IoT devices collect vast amounts of data from their sensors. Device intelligence involves
analyzing this data locally or sending it to a central server (cloud computing) for processing.
e Advanced analytics and machine learning algorithms can help extract valuable insights from
the data, enabling predictive maintenance, anomaly detection, and other advanced features.
e Intelligent IoT devices can make decisions based on predefined rules or machine learning
models. For example, a smart thermostat can adjust temperature settings based on

occupancy patterns and weather forecasts without human intervention.
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e Devices can learn from their environment and user interactions to improve their
performance over time. This continuous learning process helps devices become more
efficient and responsive to changing conditions.

e Intelligent devices can communicate and collaborate with other devices within the IoT
ecosystem. This communication allows for coordinated actions and the creation of complex
systems, such as smart homes and industrial automation.

e With increased mtelligence, devices need robust security measures to protect data and
prevent unauthorized access. Privacy concerns must also be addressed, ensuring that data is

used ethically and in compliance with regulations.

2.11 Communication Capabilities: -

A communication protocol in the context of IoT is a set of rules and conventions for data transfer
between devices. These protocols ensure that the data transmitted from one device is correctly
received and understood by another, providing a standardized framework for communication. They
play a crucial role in ensuring the interoperability, security, and reliability of IoT systems. By
leveraging these protocols, IoT devices can efficiently exchange data and collaborate, ultimately

enhancing the functionality and effectiveness of the entire IoT system.

Common IoT communication protocols include MQTT (Message Queuing Telemetry Transport),
CoAP (Constrained Application Protocol), HTTP (Hypertext Transfer Protocol), and Zigbee.
HTTP, the foundation of data communication for the World Wide Web, is also often used in IoT
due to its widespread adoption and simplicity.
MQTT 1is a lightweight messaging protocol optimized for low-bandwidth, high-latency
environments, ideal for many IoT scenarios.
CoAP is a specialized web transfer protocol for use with constrained nodes and constrained
networks offering a request-response interaction model between application endpoints.
Zigbee, on the other hand, 1s a wireless 802.15.4-based specification designed for low-power, low
data rate, and close proximity (i.e., personal area network) IoT applications.
Communication Types: -

1. Device-to-Device (D2D) Communication:

e Allows direct communication between IoT devices without a central hub.

e Useful for close-proximity devices, reducing latency and network load.

e Enhances real-time data exchange and immediate responses.
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e Common protocols: Zigbee, Bluetooth (low-power consumption, mesh network
capabilities).

2. Device-to-Cloud (D2C) Communication:

e Enables IoT devices to send data to cloud-based applications.

e Essential for cloud analytics, storage, remote access, and decision making.

e Common protocols: MQTT, HTTP (robust and reliable over the internet).

e The cloud's scalability and flexibility handle vast data volumes, enhancing IoT efficiency.

3. Device-to-Gateway (D2G) Communication:

e JoT devices connect to a gateway, an intermediary device.

e The gateway bridges devices to the cloud or central system, collecting and processing data.

e (rucial for devices lacking direct network connectivity or needing to conserve power.

e Provides additional processing power, security, and protocol translation.

e Common protocols: MQTT, HTTP, Zigbee (based on specific IoT system requirements).

e Gateways enhance communication robustness and flexibility in IoT systems.

2.12 Mobility Support: -
Assignment 1: How IoT mobility affect performance of IoT System? Explain it with Real use

case example.

2.13 Device Power: -
Assignment 2: - How IoT device power management is done? What are the factor that need

to be consider during designing of IoT device in the context of Device powering.

2.14 Sensor Technology: -
Sensors are hardware components that can detect events or changes in its surroundings, and then

provide a corresponding output.
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In other word a device that provides a usable output in response to a specified measurement. The

sensor attains a physical parameter and converts it into a signal suitable for processing (e.g.

electrical, mechanical, optical) the characteristics of any device or material to detect the presence

of a particular physical quantity.

The output of the sensor is a signal which is converted to a human-readable form like changes in

characteristics, changes in resistance, capacitance, impedance, etc.

IoT allows objects to be sensed and controlled remotely across existing network infrastructure,

creating opportunities for more direct integration between the physical world and computer-based

systems, and resulting in improved efficiency, accuracy and economic benefit.
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1. Static characteristics: -
It 1s about how the output of a sensor changes in response to an input change after steady state
condition.

a) Accuracy: Accuracy is the capability of measuring instruments to give a result close
to the true value of the measured quantity. It measures errors. It is measured by
absolute and relative errors. Express the correctness of the output compared to a
higher prior system. Absolute error = Measured value — True value
Relative error = Measured value/Ttue value

b) Range: Gives the highest and the lowest value of the physical quantity within which
the sensor can actually sense. Beyond these values, there 1s no sense or no kind of
response.

e.g. RTD for measurement of temperature has a range of -200°c to 800°c.

¢) Resolution: Resolution is an important specification for selection of sensors. The
higher the resolution, better the precision. When the accretion is zero to, it 1s called
the threshold. Provide the smallest changes in the input that a sensor is able to sense.

d) Precision: It is the capacity of a measuring instrument to give the same reading when
repetitively measuring the same quantity under the same prescribed conditions. It
implies agreement between successive readings, NOT closeness to the true value. It
1s related to the variance of a set of measurements. It is a necessary but not sufficient
condition for accuracy.

e) Sensitivity: Sensitivity indicates the ratio of incremental change in the response of
the system with respect to incremental change in input parameters. It can be found
from the slope of the output characteristics curve of a sensor. It is the smallest
amount of difference in quantity that will change the instrument’s reading.

f) Linearity: The deviation of the sensor value curve from a particularly straight line.
Linearity 1s determined by the calibration curve. The static calibration curve plots
the output amplitude versus the input amplitude under static conditions. A curve’s
slope resemblance to a straight line describes linearity.

g) Dirift: The difference in the measurement of the sensor from a specific reading when
kept at that value for a long period of time.

h) Repeatability: The deviation between measurements in a sequence under the same
conditions. The measurements have to be made under a short enough time duration

so as not to allow significant long-term drift.
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Dynamic Characteristics: -

a) Zero-order system: The output shows a response to the input signal with no delay. It does
not include energy-storing elements. Ex. potentiometer measure, linear and rotary
displacements.

b) First-order system: When the output approaches its final value gradually. Consists of an
energy storage and dissipation element.

¢) Second-order system: Complex output response. The output response of the sensor
oscillates before steady state.

Sensor Classification: -

1. Passive & Active

2. Analog & digital

3. Scalar & vector

1. Passive Sensor: -

Can not independently sense the input. Ex- Accelerometer, soil moisture, water level and
temperature sensors.

2. Active Sensor: -

Independently sense the input. Example- Radar, sounder and laser altimeter sensors.

3. Analog Sensor: -

The response or output of the sensor is some continuous function of its input parameter. Ex-
Temperature sensor, LDR, analog pressure sensor and analog hall effect.

4. Digital sensor: -

Response in binary nature. Design to overcome the disadvantages of analog sensors. Along with
the analog sensor, it also comprises extra electronics for bit conversion. Example — Passive infrared
(PIR) sensor and digital temperature sensor (DS1620).

5. Scalar sensor: -

Detects the input parameter only based on its magnitude. The answer for the sensor is a function of
magnitude of some input parameter. Not affected by the direction of input parameters.

Example — temperature, gas, strain, color and smoke sensor.

6. Vector sensor: -

The response of the sensor depends on the magnitude of the direction and orientation of input

parameter. Example — Accelerometer, gyroscope, magnetic field and motion detector sensors.
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Assignment 1:
1. IoT mobility affect performance of IoT System? Explain it with Real use
2. How IoT device power management is done? What are the factor that need to be consider

during designing of IoT device in the context of Device powering.
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2.15 RFID Technology: -
Radio Frequency Identification (RFID): -
Radio Frequency Identification (RFID) is a form of wireless communication that incorporates the
use of electromagnetic or electrostatic coupling in the radio frequency portion of the
electromagnetic spectrum to uniquely identify an object, animal or person. It uses radio frequency
to search, identify, track and communicate with items and people. it is a method that is used to track
or identify an object by radio transmission uses over the web. Data digitally encoded in an RFID
tag which might be read by the reader. This device work as a tag or label during which data read
from tags that are stored in the database through the reader as compared to traditional barcodes and
QR codes. It is often read outside the road of sight either passive or active RFID.
Types of RFID: -
1. Passive RFID: -
Passive RFID tags does not have their own power source. It uses power from the reader. In
this device, RF tags are not attached by a power supply and passive RF tag stored their
power. When it is emitted from active antennas and the RF tag are used specific frequency
like 125-134KHZ as low frequency, 13.56MHZ as a high frequency and 856MHZ to
960MHZ as ultra-high frequency.
2. Active RFID: -
In this device, RF tags are attached by a power supply that emits a signal and there is an
antenna which receives the data. means, active tag uses a power source like battery. It has
it’s own power source, does not require power from source/reader.
Working Principle of RFID:
RFID (Radio-Frequency Identification) uses radio waves for Automatic Identification and Data
Capture (AIDC). AIDC technology identifies objects, collects data, and maps it for processing. An
antenna converts power into radio waves for communication between an RFID reader and a tag.
The reader retrieves information from the tag, which can include reading or writing data. RFID
systems have three components: a scanning antenna, a transceiver, and a transponder (tag). The
scanning antenna and transceiver together form an RFID reader, which can be either fixed or
mobile. The reader, a network-connected device, transmits signals to activate the tag, which then
sends data back to the antenna. The read range of RFID tags depends on factors like tag type, reader
type, frequency, and environmental interference. Tags with stronger power sources have longer
read ranges.
Features of RFID: -

e An RFID tag consists of two-part which is an microcircuit and an antenna.
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This tag i1s covered by protective material which acts as a shield against the outer

environment
effect.

This tag may active or passive in which we mainly and widely used passive RFID.

Application of RFID: -

It utilized in tracking shipping contamers, trucks and railroad, cars.
It uses in Asset tracking.

It utilized in credit-card shaped for access application.

It uses in Personnel tracking.

Controlling access to restricted areas.

It uses ID badging.

Supply chain management.

Counterfeit prevention (e.g., in the pharmaceutical industry).

Advantages of RFID: -

It provides data access and real-time information without taking to much time.
RFID tags follow the instruction and store a large amount of information.

The RFID system is non-line of sight nature of the technology.

It improves the Efficiency, traceability of production.

In RFID hundreds of tags read in a short time.

Disadvantages of RFID: -

It takes longer to program RFID Devices.

RFID intercepted easily even it is Encrypted.

In an RFID system, there are two or three layers of ordinary household foil to dam the radio
wave.

There is privacy concern about RFID devices anybody can access information about
anything.

Active RFID can costlier due to battery.

2.16 Satellite Technology: -

Satellite technology refers to the use of artificial satellites in space to provide various services and

functions. Satellites are objects placed into orbit around the Earth or other celestial bodies and are

used for communication, weather monitoring, navigation, scientific research, and more.
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1. Communication satellites: -

Communication satellites are perhaps the most well-known application of satellite technology.
These satellites are used to transmit and receive signals for television, phone calls, internet
connectivity, and other forms of communication globally. They provide coverage to remote areas
where the installation of traditional communication infrastructure is challenging or economically
unfeasible.

2. Weather satellites: -

Weather satellites play a crucial role in monitoring and predicting weather patterns. They capture
images and collect data about temperature, cloud cover, moisture levels, and other atmospheric
conditions. This information is used by meteorologists to track weather systems, issue warnings,
and improve weather forecasting accuracy.

3. Satellite navigation: -

Satellite navigation systems, such as the Global Positioning System (GPS), rely on a network of
satellites to provide precise positioning and timing information to users on the ground. GPS
technology is widely used for navigation purposes in vehicles, smartphones, and other devices.

4. research Satellite: -

Scientific research often involves the use of satellites to study various aspects of space, Earth's
environment, climate change, and more. Satellites equipped with special instruments and sensors
gather data that helps scientists gain insights into different phenomena and improve our

understanding of the universe.
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Satellite technology has numerous other applications, including surveillance, disaster management,
military operations, and television broadcasting. It has become an integral part of modern life,

enabling global connectivity, improving communication, and enhancing our ability to explore and

understand the world around us.
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Unit 3. IoT Protocols

The Internet of Things (IoT) involves connecting various devices over the internet to collect and
exchange data. These devices often need to communicate with each other and with central systems,
requiring specific protocols to ensure efficient, reliable, and secure data exchange.

1.1 Protocol Standardization for IoT: -

Standardization is crucial for the Internet of Things (IoT) to ensure interoperability, security, and

scalability across different devices and systems. IoT-Architecture is one of the few efforts targeting

a holistic architecture for all IoT sectors.

< Idea! >

Maximum of 4 years

B
-

' Develop SIFE?S?
Project draft . ; andards Publish
approval |—e| standards Sg"ﬂsf A - board | |— 'sgﬁdards.
process (in working i d £ ~approval |

T - groups) - process

Revise standard

< / Maximum of 10 years
Archive )  Withdraw standard -

This consortium consists of 17 European organizations from nine countries Summarized current

status of IoT standardization as :

* Fragmented architectures

* No holistic approach to implement IoT has yet been proposed
* Many island solutions do exist (RFID, sensor nets, etc.)

* Little cross-sector reuse of technology and exchange of knowledge

M2M and WSN Protocols: -
Most M2M applications are developed today in a highly customized fashion. Highlevel M2M
architecture from M2M Standardization Task Force (MSTF) does include fixed & other non-

cellular wireless networks. M2M and IoT sometimes are used interchangeably in the United States.
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Other M2M standards activities include:

* Data transport protocol standards - M2MXML, JavaScript Object Notation

(JSON), BiTXML, WMMP, MDMP

* Extend OMA DM to support M2M devices protocol management objects
* M2M device management, standardize M2M gateway

* M2M security and fraud detection

* Network API’s M2M service capabilities

* Remote management of device behind gateway/firewall

* Open REST-based API for M2M applications

M2M Appllication Scenarios

nfrastructure
monitoring

Doctor’ %

Healthcare
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SCADA and RFID Protocols

One of the IoT pillars to represent the whole industrial automation arena. IEEE created standard
specification called Std C37.1™, for SCADA & automation systems in 2007. In recent years,
network-based industrial automation has greatly evolved. With the use of intelligent electronic
devices (IEDs), or IoT devices in our terms, used in substations and power stations. The processing
1s now distributed and the functions that used to be done at control center can now be done by IED

1.e. M2M between devices.

SCADA Master Source: IEEE Std C37.1-2007
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Due to restructuring of electric industry, traditional vertically integrated electric utilities are

replaced by many entities such as

* GENCO (Generation Company),
* TRANSCO (Transmission Company),
* DISCO (Distribution Company),

* ISO (Independent System Operator), etc.

SCADA Application Scenarios

Wireless
GSM “ FieldPoint
\\ Industrial Ethernet

Simatic

Data acquisition
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RFID Application Scenarios

Shelf Management and Sorting
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BACNet Protocol: -

BACnet

Communications protocol for Building Automation and Control (BAC) networks. It Provides

mechanisms for computerized building automation devices to exchange information. It 1s Designed
to allow communication of building automation & control system for application like , Heating,
Ventilating and Air-conditioning Control (HVAC) , Lighting Control, Access Control, Fire

Detection Systems and their Associated Equipment.

It defines a number of services that are used to communicate between building devices. Protocol
services include Who-Is, I-Am, Who-Has, I Have which are used for Device & Object discovery.
Services such as Read-Property and Write-Property are used for data sharing. It defines 60 object
types that are acted upon by services.

It also defines no. of data link/physical layers including

ARCNET, Ethernet, BACnet/IP, BACnet/IPv6, Point-To-Point over RS-232, Master-Slave/Token-
Passing over RS-485, ZigBee , LonTalk.

Modbus: -

*ﬂodbus

* Serial communications protocol originally published by Modicon (now Schneider Electric)
in 1979

* Commonly available for connecting industrial electronic devices

* Developed with industrial applications in mind
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*  Openly published and royalty-free
* Easy to deploy and maintain

* Enables communication among many devices connected to the same network Protocol

Versions

* Modbus ASCII

* Modbus TCP/IP or Modbus TCP

* Modbus over TCP/IP or Modbus over TCP or Modbus RTU/IP
* Modbus over UDP

* Modbus Plus (Modbus+, MB+ or MBP)

* Pemex Modbus

*  Enron Modbus

ZigBee: -

LigBee

[EEE 802.15.4-based specification for a suite of high-level communication protocols. It is used to
create personal area networks with small, low-power digital radios.

ZigBee based applications
* Home Automation
* Medical Device Data Collection

* other low-power low-bandwidth

ZigBee Architecture

Zigbee Architecture 1s divided into three sections.

* [EEE 802.15.4 which consists of MAC and physical layers
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» ZigBee layers, which consist of the network layer, the ZigBee device object (ZDO), the

application sublayer, and security management

* Manufacturer application: Manufacturers of ZigBee devices can use the ZigBee application

profile or develop their own application profile.
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Fig.2.11 Zigbee architecture

Unified Data Standards: -

A Unified Data Standard (UDS) protocol in IoT is a set of agreed-upon rules and formats that
standardize how data is transmitted, interpreted, and exchanged between different IoT devices and
systems. These protocols ensure that devices from various manufacturers, using different

technologies, can communicate and work together seamlessly.

Foundation for IoT: Unified Data Standards (UDS) ensure compatibility, consistency, and

mteroperability across IoT ecosystems.

Common Language: UDS create a standardized framework for data organization and interpretation.
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Seamless Integration: Devices with different origins can transmit and receive data uniformly,

enabling comprehensive analysis and automation.

Interoperability: UDS enable effective communication between devices from different

manufacturers, supporting flexible and scalable IoT ecosystems.

Data Consistency: UDS enforce consistent data structures, naming conventions, and units, ensuring

high-quality, uniform data.

Scalability: UDS future-proof IoT systems, allowing smooth integration of new devices without

major compatibility issues.

Security and Privacy: UDS incorporate standardized security protocols and privacy measures to

protect data during transmission and storage.

Types of Unified Data Standards: -

Communication Protocols:

MQTT: Lightweight protocol for efficient communication in IoT.

CoAP: Low-overhead protocol for resource-constrained devices.

OPC UA: Secure and reliable data exchange in industrial IoT.

Data Format Standards:

JSON: Lightweight, human-readable data format.

XML: Flexible markup language for both human and machine-readable data.

CSV: Simple text format for tabular data exchange.

IEEE 802.15.4: -
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IEEE 802.15.4 1s a wireless networking technology that provides the technical specifications for
low-rate wireless personal area networks (LR-WPANSs), allowing networked devices to
communicate with one another in a variety of industrial and commercial settings, including

healthcare, environmental monitoring, smart energy, home automation, and more.

IEEE 802.15.4 is a wireless networking standard developed for low-power, low-data-rate
applications in Personal Area Networks (PANs) for IoT, embedded systems, and wireless sensor
networks. It is known for its low power consumption, extended battery life, mesh networking
capabilities, and cost-effectiveness. This RF-based technology operates on various frequencies such
as 2.4 GHz band while supporting data transmission rates up to a maximum of 250 kbps. IEEE
802.15.4 also offers robust network security using encryption methods like Advanced Encryption
Standard (AES) to ensure secure communication between connected devices within a PAN

ecosystem.
IEEE 802.15.4e:
802.15.4e for industrial applications and 802.15.4g for the smart utility networks (SUN)

The 802.15.4e improves the old standard by introducing mechanisms such as time slotted access,

multichannel communication and channel hopping.
IEEE 802.15. functional enhancements:

1. Low Energy (LE): This mechanism is intended for applications that can trade latency for
energy efficiency. It allows a node to operate with a very low duty cycle.

2. Information Elements (IE) It is an extensible mechanism to exchange information at the
MAC sublayer.

3. Enhanced Beacons (EB): Enhanced Beacons are an extension of the 802.15.4 beacon frames
and provide a greater flexibility. They allow to create application-specific frames.

4. Multipurpose Frame: This mechanism provides a flexible frame format that can address a
number of MAC operations. It is based on IEs.

5. MAC Performance Metric: It is amechanism to provide appropriate feedback on the channel
quality to the networking and upper layers, so that appropriate decision can be taken.

6. Fast Association (FastA) The 802.15.4 association procedure introduces a significant delay
in order to save energy. For time-critical application latency has priority over energy

efficiency.

IEEE 802.15.4¢ defines five new MAC behavior modes.
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1. Time Slotted Channel Hopping (TSCH): It targets application domains such as industrial
automation and process control, providing support for multi-hop and multichannel
communications, through a TDMA approach.

2. Deterministic and Synchronous Multi-channel Extension (DSME): It is aimed to support
both industrial and commercial applications.

3. Low Latency Deterministic Network (LLDN): Designed for single-hop and single channel
networks

4. Radio Frequency Identification Blink (BLINK): It is intended for application domains such
as item/people identification, location and tracking.

5. Asynchronous multi-channel adaptation (AMCA): It is targeted to application domains
where large deployments are required, such as smart utility networks, infrastructure

monitoring networks, and process control networks.

Network Layer: -

Network Layer is responsible for the transmission of data or communication from one host to
another host connected in a network. Rather than describing how data is transferred, it implements
the technique for efficient transmission. In order to provide efficient communication protocols are
used at the network layer. The data is being grouped into packets or in the case of extremely large
data it 1s divided into smaller sub packets. Each protocol used has specific features and advantages.

The below article covers in detail the protocols used at the network layer.
Functions of Network Layer
The network layer is responsible for providing the below function: -

Logical Addressing: Each device on the network needs to be identified uniquely. Therefore,
network layer provides an addressing scheme to identify the device. It places the IP address of every
sender and the receiver in the header. This header consists of the network ID and host ID of the

network.

Host-to-host Delivery of Data: The network layer ensures that the packet is being delivered
successfully from the sender to the receiver. This layer makes sure that the packet reaches the

mmtended recipient only.

Fragmentation: In order to transmit the larger data from sender to receiver, the network layer
fragments it into smaller packets. Fragmentation 1s required because every node has its own fixed

capacity for receiving data.
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Congestion Control: Congestion is defined as a situation where the router is not able to route the
packets property which results in aggregation of packets in the network. Congestion occurs when a
large number of packets are flooded in the network. Therefore, network layer controls the

congestion of data packets in the network.

Routing and Forwarding: Routing is the process that decides the route for transmission of packets
from sender to receiver. It mostly chooses the shortest path between the sender and the receiver.

Routing protocols that are mostly used are path vector, distance vector routing, link state routing,

etc.
CULICEUCLIE SMTP | FTP | TFTP B EOOTP
layer
Transport TCP
layer
Network m ICMP
layer | ARP JIRARP
Data link
layer Underlying LAN or WAN
Physical technology
layer
Assignments:

1. Explain network layer protocol components IGMP, ICMP, IP ARP and RARP in

short.

2. Explain Security protocol in IoT system.
6LoWPAN: -

6LoWPAN stands for IPv6 over Low-Power Wireless Personal Area Networks. It’s a
communication protocol designed to enable small, low-power devices to connect over wireless
networks. 6LoWPAN 1is an IPv6 protocol, and It’s extended from IPv6 over Low Power Personal
Area Network. WPAN is a Personal Area Network (PAN) where the mterconnected devices are

centered around a person’s workspace and connected through a wireless medium. 6LoWPAN
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allows communication using the IPv6 protocol. It is faster and more reliable and provides a large

number of addresses.

6LoWPAN initially came into existence to overcome the conventional methodologies that were
adapted to transmit information. But still, it is not so efficient as it only allows for the smaller
devices with minimal processing ability to establish communication using one of the Internet
Protocols, 1.e., IPv6. It has very low cost, short-range, low memory usage, and low bit rate. It
comprises an Edge Router and Sensor Nodes. Even the smallest of the IoT devices can now be part
of the network, and the information can be transmitted to the outside world as well. For example,

LED Streetlights.

~=h
Nodes with 1Pv6 address

1P Enabled devices
C é)mpuuj
Internet
— Edge router

7
~— a4  Cloud
\ k Segsur

It is a technology that makes the individual nodes IP-enabled. 6LoWPAN can interact with 802.15 .4
devices and also other types of devices on an IP Network. For example, Wi-Fi. It uses AES 128
link layer security, which AES is a block cipher having key size of 128/192/256 bits and encrypts
data in blocks of 128 bits each. This is defined in IEEE 802.15.4 and provides link authentication

and encryption.

Basic Requirements of 6LoWPAN

e The device should be having sleep mode in order to support the battery saving.
e Minimal memory requirement.

e Routing overhead should be lowered.
Features of 6LoWPAN

e Itisused with IEEE 802.15,.4 in the 2.4 GHz band.

e Outdoor range: ~200 m (maximum)
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e Data rate: 200kbps (maximum)

e Maximum number of nodes: ~100

Advantages of 6LoWPAN

e 606LoWPAN is a mesh network that is robust, scalable, and can heal on its own.
e Jtdelivers low-cost and secure communication in IoT devices.

e Ituses IPv6 protocol and so it can be directly routed to cloud platforms.

e It offers one-to-many and many-to-one routing.

e Inthe network, leaf nodes can be in sleep mode for a longer duration of time.
Disadvantages of 6LoOWPAN

e It is comparatively less secure than Zigbee.
e It has lesser immunity to interference than that Wi-Fi and Bluetooth.

e Without the mesh topology, it supports a short range.
Applications of 6LoWPAN

e [tis a wireless sensor network.
e It is used in home-automation,
e [Itisused in smart agricultural techniques, and industrial monitoring.

e Itis utilized to make IPv6 packet transmission on networks with constrained power and

reliability resources possible.

CoAP: -

CoAP (Constrained Application Protocol) is a web-based application layer protocol designed for
constrained environments, such as IoT, with limited resources. It was introduced by the Internet
Engineering Task Force in 2014. CoAP follows a REST-style architecture, using URIs to identify

network resources and a request-response model for communication.

CoAP an application layer protocol designed for resource-constrained devices and networks,

particularly in the context of the Internet of Things (IoT).

Client-Server Model: CoAP model is essentially a client/server model enabling the client to

request for service from server as needed and the server responds to client’s request.
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Resource-Oriented: CoAP treats various objects in the network as resources, each uniquely
identified by a URI (Uniform Resource Identifier). Clients can request information about

these resources, and servers provide responses.

Asynchronous Messaging: CoAP messages are asynchronous because it uses the User
Datagram Protocol (UDP). Unlike TCP-based protocols, CoAP does not require
acknowledgments for every message, which helps conserve energy in resource-constrained

devices.

Energy Efficiency: CoAP is designed to minimize energy consumption while simplifying
communication between clients and devices. It achieves this by managing resources,
providing device descriptions, and supporting mechanisms to determine if a device is

powered on or off.
Methods in CoAP

e GET: Retrieves resource information; responds with 200 (OK).

e POST: Creates a new resource; responds with 201 (Created) or 200 (OK) on failure.

e DELETE: Deletes a resource; responds with 200 (OK).

e PUT: Updates or creates a resource; responds with 200 (OK) for updates or 201 (Created)

for new resources.
Message Format of CoAP

Binary Format: Messages are encoded in binary with a fixed header size of 4 bytes. Whereas the
other part of message is the optional part which includes payload and tokens of variable size ranging

from 0-8 bytes. The message format of CoAP contains the following fields:
Version: 2 bits, indicates the CoAP protocol version.
Type Code: 2 bits, specifies message type (e.g., confirmable).
Option Count: 4 bits, allows up to 16 options.
Code: 8 bits, indicates message type (empty, request, or response).
Message ID: 16 bits, used to detect message duplication.

Optional Fields: Include Tokens, Options, and Payload, with variable sizes.
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ﬁ MANDATORY #

Token

Options

Payload

{0140

CoAP Features

e Lightweight and Simple

e RESTful Architecture

e UDP-Based Communication

e Asynchronous Communication
e Low Header Overhead

e Multicast Communication

e Proxyand Caching Support
Applications of CoAP

e Real-Time Monitoring in Grids: Used in smart cities for monitoring power distribution with
embedded sensors.

e Defense Utilities: Sensors in military equipment to detect intrusions, even in low-bandwidth
environments.

e Aircraft Utilities: Facilitates communication between aircraft sensors and actuators using

CoAP-based sensors.
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Unit 4. IoT with RASPBERRY PI

Raspberry P1 1s a low-cost mini-computer (Single board computer (SBC)) with the physical size of
a credit card. Raspberry Pi runs various flavors of Linux and can perform almost all tasks that a
normal desktop computer can do. Raspberry Pialso allows interfacing sensors and actuators through
the general purpose I/O pins. Since Raspberry Pi runs Linux operating system, it supports Python

"out of the box".

A lot of computer companies were named after fruit, there’s tangerine computer systems, apricot
computers, and the old British company acorn, which 1s a family of fruit. Pi1 is because originally,

we were going to produce a computer that could only really run python. So, the Pi in there 1s for

python.

‘ Raspberry Pi

Architecture of Raspberry Pi: -

@ python’

GPIO Pins

--------------------

FE— Ethernet port
=
>)

USB Ports

Micro USB HDMI port  Audio jack
power

Main Block diagram of Raspberry Pi: -
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Raspberry Pi mainly consists of the following blocks:

The raspberry p1 board comprises a program memory (RAM), processor and graphics chip, CPU,
GPU, Ethernet port, GPIO pins, Xbee socket, UART, power source connector. And various
interfaces for other external devices. It also requires mass storage, for that we use an SD flash
memory card. So that raspberry p1 board will boot from this SD card similarly as a PC boots up into
windows from its hard disk. Essential hardware specifications of raspberry pi board mainly include
SD card configuring Linux OS, US keyboard, monitor, power supply and video cable. Optional
hardware specifications include USB mouse, powered USB hub, case, internet connection, the
Model A or B: USB WiFi adaptor is used and internet connection to Model B 1s LAN cable(some
higher version of P1 have WiFi and Bluetooth Enable).

Processor: Raspberry Pi uses Broadcom BCM2835 system on chip which 1s an ARM processor and
Video core Graphics Processing Unit (GPU). It is the heart of the Raspberry Pi which controls the

operations of all the connected devices and handles all the required computations.

HDMI: High-Definition Multimedia Interface is used for transmitting video or digital audio data to
a computer monitor or to digital TV. This HDMI port helps Raspberry Pi to connect its signals to
any digital device such as a monitor digital TV or display through an HDMI cable.

GPIO ports: General Purpose Input Output ports are available on Raspberry Pi which allows the

user to mterface various I/P devices.

Audio output: An audio connector i1s available for connecting audio output devices such as

headphones and speakers.
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USB ports: This 1s a common port available for various peripherals such as a mouse, keyboard, or
any other I/P device. With the help of a USB port, the system can be expanded by connecting more

peripherals.

SD card: The SD card slot is available on Raspberry Pi. An SD card with an operating system

mstalled is required for booting the device.

Ethernet: The ethernet connector allows access to the wired network, it is available only on the

model B of Raspberry Pi.

Power supply: A micro-USB power connector is available onto which a 5V power supply can be

connected.
Camera module: Camera Serial Interface (CSI) connects the Broadcom processor to the Pi camera.

Display: Display Serial Interface (DSI) is used for connecting LCD to Raspberry P1 using 15 15-
pin ribbon cables. DSI provides a high-resolution display interface that is specifically used for
sending video data.

Raspberry Pi Operating System (OS):

Raspbian or Raspberry P1 OS is a Linux-based operating system built specifically for Raspberry Pi.
It 1s packed with all the necessary tools and features that are required for day-to-day use. It will
possibly run on every kind of Raspberry P1 board with a few exceptions, like the Raspberry Pi's

pico edition, because of its far smaller form factor and computing power.
NOOBS

New Out Of the Box Software, or simply NOOBS 1is an operating system installer for Raspberry
P1, delivered primarily on an SD card, which contains a variety of operating systems, out of which
we can choose which one we want to install on our Raspberry Pi. It is made for people who are
absolutely new to the Raspberry Pi and do not want to deal with the complex setting up process of
burning an OS 1mage on an SD card. NOOBS is provided along with every new Raspberry Pi at the

time of its purchase.

With NOOBS, the user only needs to connect their Raspberry Pi to a display screen and a keyboard
and then power it up; the NOOBs will boot. There we can select which operating system we want

to install, and NOOBS will install the respective OS on the same SD card within a few minutes.
Some popular OS for raspberry Pi:

* Android Things
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+ Arch Linux

* OpenSuse

* Raspberry Pi1 Fedora Remix

* Pidora

* Gentoo Linux

* CentOS Raspberry Pi

+ Kali Linux

* Slackware ARM

Key Aspects of Linux on Raspberry Pi:
Raspberry P1 OS (Raspbian):

Raspberry P1 OS is a Debian-based Linux distribution tailored specifically for Raspberry Pi

hardware.

It comes pre-installed with a range of software for programming, web browsing, and

general-purpose computing, making it ideal for education and development.

Lightweight and Optimized: The OS is optimized to run efficiently on the limited hardware

resources of the Raspberry Pi, ensuring smooth performance.
Alternative Linux Distributions:

Ubuntu: A popular Linux distribution that has a version specifically for Raspberry Pi.
Ubuntu Server and Ubuntu Desktop can be installed, depending on the need for a graphical

user interface.

Arch Linux ARM: A lightweight and flexible distribution that allows users to customize

their system according to their specific needs.

Kali Linux: A Debian-based distribution focused on security and penetration testing, also

available for Raspberry Pi.

Fedora: Another major Linux distribution that offers a version for the Raspberry Pi, often

used by developers and those who prefer the Fedora ecosystem.

Features and Capabilities:
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GUI and Command Line: Raspberry Pi OS and other Linux distributions for Raspberry Pi
offer both graphical user interfaces (GUI) and command-line interfaces (CLI), allowing

users to interact with the system in various ways.

Software Availability: Thousands of open-source applications are available through
package managers like APT (Advanced Package Tool) on Raspberry Pi OS, enabling users

to install software for web servers, programming environments, media players, etc.

Programming Support: Linux on Raspberry Pi supports various programming languages
including Python, C/C++, Java, and more, making it an excellent platform for learning and

development.

Networking: Linux on Raspberry Pi can be easily set up for networking tasks such as acting
as a web server, file server, or network router, thanks to its support for a wide range of

network protocols.
Customizability and Flexibility:

Users can customize their Linux installation on Raspberry Pi1 by installing only the software

they need, tweaking system settings, and even building their own Linux kernel.

This flexibility makes Linux on Raspberry Pi suitable for a wide variety of projects, from

simple automation tasks to complex IoT systems.
Security and Stability:

Linux is known for its strong security features and stability, making it a reliable choice for

long-running projects and systems that require continuous operation.

Regular updates and a large community of developers ensure that Raspberry P1 OS and other

Linux distributions are kept secure and up-to-date.
Advantages of Using L inux on Raspberry Pi:

Open Source: Linux is open-source, meaning users can freely modify and distribute the

software.

Community Support: There is a large and active community around Raspberry P1and Linux,

providing plenty of tutorials, forums, and documentation.

Cost-Effective: Since Linux is free and Raspberry P1 hardware is inexpensive, it's a cost-

effective solution for learning, development, and prototyping.
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Applications:

Home Automation: Linux on Raspberry Pi can be used to control smart home devices, run

home automation servers like Home Assistant, or interface with IoT sensors.

Media Center: Transform Raspberry Pi into a media center with software like Kodi running

on Linux.

Educational Tools: Schools and educators use Raspberry P1 with Linux to teach students

about programming, electronics, and computer science.

Network Services: Raspberry Pi can host various network services like a web server, DNS

server, or VPN server, all running on a Linux distribution.

Since, computational processor of Pi i1s compact and light weight hence light weight CLI or GUI
based OS is suitable for it. Hance, Linux distro is best suited for this operation. Above, list of linux

kernel base distro can be used as a main OS for raspberry P1 hardware.
Following valid point for choosing Linux for Pi:-

e Lightweight and Flexible: Linux can run efficiently on the limited hardware resources of

a Raspberry P1, making it ideal for such low-cost devices.

e Variety of Distributions: There are several Linux distributions (distros) available for

Raspberry P1, such as Raspberry Pi OS (formerly Raspbian), Ubuntu, and Arch Linux.

e Open-Source Software Availability: Linux provides access to a vast range of free and

open-source software, making it ideal for learning and development.
Advantages of Using Linux on Raspberry Pi

¢ Cost-Effective Learning Platform: Provides a low-cost environment for learning

programming, electronics, and computer science.

¢« Community and Resources: A large community and plenty of online resources, tutorials,

and forums support Raspberry Pi users.

e Versatility: Can be used for a variety of projects, including robotics, home automation,

media centers, and more.
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Distribution Type Memory Packages
Footprint
Arch Linux ARM Linux 8,700
BerryTerminal Linux
Bodhi Linux Raspbian 35,000+ ARMHF
Debian ARM Linux 20,000+
Fedora Remix Linux 16,4647
Gentoo Linux Linux ~23 MiB
[PFire Linux ~20 MiB 144
[2PBerry Linux 20,000+
MeeGo MER + XBMC | Linux (embedded) + | ~34 MiB + XBMC ~320 (core)
XBMC
Moebius Raspbian ~20 MiB (core) + Raspbian
Repositories
n0S Linux ~90 MiB 35,000+
openSUSE Linux 3.11 28 MiB (incl. 6300
X11)
OpenWRT Linux 3.3 MiB 3358
PiBang Linux Linux 3.6.11 &
SystemD
PwnPi Linux 20,000+
QtonPi Linux
VPNbian Linux ~40 MiB (w/o 35,000+
desktop)
Raspbian Linux ~30 MiB (w/o 35,000+
desktop)
OpenELEC Linux 3.10.16 95 MiB (incl. ~140 (+7 via XBMC(C)
(embedded) XBMC)
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Logical Design using Python: -
Python: -

Python 1s a general-purpose high level programming language and suitable for providing a solid

foundation to the reader in the area of cloud computing.
The main characteristics of Python are:

e Multi-paradigm programming language
o Python supports more than one programming paradigms including object-oriented
programming and structured programming
e Interpreted Language
o Python is an interpreted language and does not require an explicit compilation step.
The Python interpreter executes the program source code directly, statement by
statement, as a processor or scripting engine does.
e Interactive Language

o Python provides an interactive mode in which the user can submit commands at the

Python prompt and interact with the interpreter directly.
Benefits of Using Python: -

. Easy-to-learn, read and maintain
o Python is a minimalistic language with relatively few keywords, uses English
keywords and has fewer syntactical constructions as compared to other languages.
Reading Python programs feels like English with pseudo-code like constructs. Python

1s easy to learn yet an extremely powerful language for a wide range of applications.

. Object and Procedure Oriented
o Python supports both procedure-oriented and object-oriented programming;
Procedure oriented programs allow to be written around procedures or functions that
allow reuse of code. Procedure oriented paradigm allows programs to be written

around objects that include both data and functionality.

. ExtendQable
o Python is an extendable language and allows integration of low-level modules written
in languages such as C/C++. This 1s useful when you want to speed up a critical
portion of a program.

. Scalable
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o Due to the minimalistic nature of Python, it provides a manageable structure for large
programs.
. Portable
o Since Python is an interpreted language, programmers do not have to worry about
compilation, linking and loading of programs. Python programs can be directly

executed from source

. Broad Library Support
o Python has a broad library support and works on various platforms such as Windows,

Linux, Mac, etc.

Raspberry Pi Interfaces: -

FASTER USB

FAN CONNECTOR l

GIGABIT
HAT & GPIO ETHERNET
INTERFACE
PCle 2.0 x1 ;
2 x 4 LANE
INTERFACE CAMERA/DISPLAY
TRANSCEIVERS

2 x MICRO-HDMI® PORTS
USB-C POWER SUPPLY

he various ways that the Raspberry Pi can connect and interact with other devices, components, and
peripherals. These interfaces are essential for expanding the capabilities of the Raspberry Pi, enabling

it to communicate with external hardware and software.

1. HAT & GPIO (General Purpose Input/Output) Pins: -
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GPIO stands for General Purpose Input Output. It is a term used to refer to ports that can be used
either as inputs or outputs. The GPIO pins on the Raspberry Pi are connected directly to the GPIO

ports on the processor. The processor runs at 3.3V and as such the GPIO ports are designed for 3.3V.
* The GPIO ports do not include any built-in protection!!

+ Giving an input that is above 3.3V, or drawing too much current from an output, can permanently

damage the Raspberry Pi!!

The Raspberry Pi1 has two rows of GPIO pins, which are connections between the Raspberry Pi, and
the real world. Output pins are like switches that the Raspberry Pi can turn on or off (like turning
on/off a LED light). But it can also send a signal to another device. Input pins are like switches that
you can turn on or off from the outside world (like a on/off light switch). But it can also be a data

from a sensor, or a signal from another device.
¢ Functionality:

» Can be configured as either input (receiving signals) or output (sending signals).
» Supports various communication protocols like I2C, SPI, and UART.

« Common Uses: Prototyping electronics projects, home automation, robotics.
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GPIO

Do Not Connect

Physical Pin Number

GPIO 18
GPIO 23
GPIO 24
GPIO 25
GPIO 12
GPIO 16
GPIO 20
GPIO 21

GPIO 4
GPIO 17
GPIO 27
GPIO 22
GPIO 5
GPIO 6
GPIO 13
GPIC 19
GPIC 26
GND

+5V from the Raspberry Pi GPIO: -

* The 5V connection on the GPIO connector is a fixed 5V power supply that can be used to

power a low-power circuit from the Raspberry Pi

« It 1s possible to connect an external 5V supply to that pin and use that to power the Raspberry
Pi

* The amount of current that can be taken from this supply is limited but it could be used to

power low-power electronic circuits
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* Do not shorten accidentally one of those 5V pins 2 and 4 with any other GPIO pins or you

will damage the SoC!!
Default GPIO Pins: -

* The GPIO port provides at least eight pins for general-purpose use by default: Pin 7, Pin 11,
Pin 12, Pin 13, Pin 15, Pin 16, Pin 18, and Pin 22

* These pins can be toggled between three states: high, where they are providing a positive

voltage of 3.3 V; low, where they are equal to ground

* The two outputs equate to the 1 and O of binary logic and can be used to turn other

components on or off
» The GPIO port has pins dedicated to particular buses

» Pi's internal logic operates at 3.3 V, in contrast to many microcontroller devices (e.g.,

Arduino), which typically operate at 5 V!!

* Devices designed for the Arduino may not work with the Pi unless a level translator or

optical isolator is used between the two
Universal Asynchronous Receiver/Transmitter (UART) Serial Bus: -
* UART serial bus provides a simple two-wire serial interface

* When a serial port is configured in the cmdline. txt file, this serial bus is used as the port for

the messages

* Connecting the Pi's UART serial bus to a device capable of displaying the data reveals

messages from the Linux kernel

* The UART serial bus can be accessed on Pins 8 and 10, with Pin 8 carrying the transmit
signal and Pin 10 carrying the receive signal (speed is set in cdline. txt at 115,200 bps)

Raspberry Pi GPIO BCM numbering

18 23 24 25 8 7 12 16
_ PWMO cw =l ; PWMO

GCLKD MOSI MISO  SCLK : GCLKY GCLK2 PWM1
4 17 27 2 10 ¢ | : § &6 13 JEN 26
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SPI
e SPIis a synchronous serial bus that offers improved performance compared with 12C

e SPIis a four-wire bus with multiple Chip Select lines, which allow it to communicate

with more than one target device

o The Pi's SPI bus is available on Pins 19, 21, and 23, with a pair of Chip Select lines on
Pin 24 and Pin 26

e Pin 19 provides the SPI Master Output, Slave Input (MOSI) signal
¢ Pin 21 provides the SPI Master Input, Slave Output (MISO) signal
e Pin 23 provides the Serial Clock (SLCK) used to synchronize communication

¢ Pins 24 and 26 provide the Chip Select signals for up to two independent slave devices
There are 5 pins on Raspberry P1 for SPI interface: -

MISO (Master in and slave out):- master line for sending data to the peripherals.
MOSI (Master out slave in):- slave line for sending data to the master.
SCK (Serial clock):- clock generated by Master to synchronize data transmission.
CEO0 (Chip enable 0):- to enable or disable the device.
CEO0 (Chip enable 1):- to enable or disable the device.

12C

e 12C bus is designed to provide communications between multiple integrated circuits (ICs)
e In the P1, this bus connects to the Broadcom BCM2835 SoC processor
o These pins are connected to pull-up resistors located on the Pi, meaning no external
resistors are required to access the 2C functionality
e The IC bus can be accessed on Pins 3 and 5, with Pin 3 providing the Serial Data Line (SDA)
signal and Pin 5 providing the Serial Clock Line (SCL) signal
e The 12C bus available on these pins is actually only one of two provided by the BCM2835
chip (bus 1 on RP1 3)
o The second I2C bus is reserved for use by the P1 Camera Module and Touchscreen

Display

1 Wire: -
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e The 1-Wire interface is another alternative to 12C and SPIl, offering connectivity to and
communication with sensors and other external hardware

e Typically, 1-Wire i1s used to connect simple sensors-such as devices for reading the
temperature or humidity of the environment-to the Raspberry Pi, and is rarely used by add-

on boards
Add-On Hardware: -

e 100s of compatible add-on devices which connect through the multifunction GPIO header
e Add-on boards for RPis are called Hardware Attached on Top (HAT) and should follow the
HAT standard to ensure compatibility.
e The standard covers both the physical and electrical design of the add-on board
o The board must attach to the 40-pin GPIO header and include mounting holes that line
up with those on the P1 Model B+ and newer. It must also be rectangular, measuring
65 mm by 56 mm
o EEPROM module on the board which contains information about how the board
works, how the Pi's GPIO pins are used, and a device tree for setting the board up

within the operating system
For Example: -

e Multifunction /O board designed for use in the Astro Pi programmed (orbiting the Earth as
part of a science bundle sent up to the ISS)

e Onboard sensors provide board's orientation and position via a gyroscope, accelerometer,
magnetometer, ambient air pressure, temperature, and humidity levels

e Onboard 8x8 matrix of LEDs provides an output, and interaction is possible through the use

of the Sense HAT's five-way joystick
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2. USB Ports: -

The USB ports interface on a Raspberry Pi is a critical component that allows the Raspberry Pi to
connect with a wide range of peripheral devices. These ports provide a versatile way to extend the
functionality of the Raspberry P1, making it possible to connect devices such as keyboards, mice,

storage devices, cameras, and more.
Types of USB Ports on Raspberry Pi:

» USB 2.0: Available on older models like the Raspberry Pi 2 and Raspberry P1 3. These
ports support data transfer speeds of up to 480 Mbps.

» USB 3.0: Found on the Raspberry Pi1 4, these ports support faster data transfer speeds
of up to 5 Gbps, which 1s useful for high-speed devices like external hard drives or

SSDs.
Number of USB Ports by Model

» Raspberry Pi 1 (Model A): 1 USB 2.0 port.
» Raspberry P11 (Model B): 2 USB 2.0 ports.
» Raspberry Pi 2 and 3 (Model B): 4 USB 2.0 ports.
» Raspberry P1 4 (Model B):
o USB 3.0 ports (blue-colored).
o USB 2.0 ports.

USB 3.0 USB 2.0

3. HDMI Ports: -

Your Raspberry Pi has an HDMI output port that is compatible with the HDMI port of most modern

TVs and computer monitors. Many computer monitors may also have DVI or VGA ports.

Raspberry Pi1 4 has two micro-HDMI ports, allowing you to connect two separate monitors.
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we need either a micro-HDMI to HDMI cable, or a standard HDMI to HDMI cable plus a micro-
HDMI to HDMI adapter, to connect Raspberry P14 to a screen.

¢ Functionality:
» Transmits both video and audio signals.
» Supports resolutions up to 4K on newer models like the Raspberry P1 4.

¢« Common Uses: Displaying the graphical user interface (GUI), watching videos, and running

visual applications.
4. Ethernet Ports: -

Raspberry P1 (Every Model) comprises of RJ45 Ethernet Jack which supports CATS/6 cables. It
enables Raspberry Pi1 to be connected to Wireless Router, ADSL Model or any other Internet

connectivity sharing device.
¢ Functionality:
» Provides a stable, high-speed internet connection.
» Often used in networking projects, servers, or when Wi-Fi is not available.

« Common Uses: Connecting to the internet, setting up a Raspberry Pi as a server or network

device.
5. Wi-Fi and Bluetooth: -

Limiting to only ethernet port for communication won’t make it possible for IoT device hence, Newer
versions of Pi Model have integrated inbuild WiF1 and Bluetooth interface. This make Pi to be ideal

for remote controlled and access as per need.
¢ Functionality:
» Wi-Fi allows for wireless networking and internet access.

» Bluetooth enables communication with wireless peripherals like keyboards, mice, and

other Bluetooth-enabled devices.

e Common Uses: Remote control of the Raspberry Pi, wireless networking, connecting to

Bluetooth devices.
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6. Camera Serial Interface (CSI): -

The Raspberry P1 has a Mobile Industry Processor Interface (MIPI) Camera Serial Interface Type 2
(CSI-2), which facilitates the connection of a small camera to the main Broadcom BCM2835

processor. This 1s a camera port providing an electrical bus connection between the two devices.

¢ Functionality:
» Directly connects the Raspberry P1 Camera Module for capturing images and videos.

« Common Uses: Photography projects, video recording, security cameras, computer vision

projects.
7. Display Serial Interface (DSI): -

The Display Serial Interface (DSI) 1s a specification used for connecting displays to a device like the
Raspberry Pi. It 1s primarily used for connecting small, high-resolution displays, such as those found

in smartphones and tablets.
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MIPI DSI
Display Port

2 x Micro HDMI Parts

¢ Functionality:

» Provides a dedicated connection to touchscreens, allowing for touch input and display

output.
« Common Uses: Building interactive displays, kiosks, and portable Raspberry Pi devices.
8. Power Interface (Micro USB or USB-C): -

The Power Interface on a Raspberry Pi refers to the port used to supply power to the board. Depending
on the model of the Raspberry Pi, this interface can be either a Micro USB or USB-C connector.

Micro USB Power Interface:
e Used in Models: Raspberry P11, 2, 3, and Zero.

o Power Specifications: These models typically require a SV power supply with at least 2.5A
current for stable operation. The exact current requirement can vary depending on the

peripherals connected to the Pi.

o Limitations: The Micro USB port has a maximum power limit, which can sometimes lead to
under-voltage issues, especially when the Raspberry Pi is connected to power-hungry

peripherals.

USB-C Power Interface:
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e Used in Models: Starting with the Raspberry Pi 4, the USB-C connector became the standard

power interface.

o Power Specifications: The Raspberry Pi 4, for example, typically requires a SV power supply
with a minimum of 3A current to ensure stable operation, particularly when using peripherals

like external drives, keyboards, or additional displays.

¢ Advantages: USB-C supports higher current delivery, which reduces the risk of under-voltage
1ssues and provides more reliable power for the more powerful components in newer

Raspberry P1 models.

9. SD Card Slot: -

The SD Card Slot interface on a Raspberry Pi is a key component used for storage. It serves as the
primary storage medium for the operating system (OS) and other software required to run the

Raspberry Pi. Here’s a breakdown of what the SD Card Slot interface involves:

Functionality:

o Primary Storage: The SD or microSD card inserted into this slot serves as the
primary storage device for the Raspberry Pi. It holds the Raspberry P1 OS (such as
Raspberry P1 OS, formerly known as Raspbian), bootloader, and any additional files,

applications, or data you wish to store.

o Booting: The Raspberry Pi typically boots from the SD card. The bootloader on the
SD card loads the operating system into the Pi’s memory (RAM).
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Programming Raspberry Pi with Python:-

Programming a Raspberry Pi with Python is a great way to leverage the power of this tiny computer

for various projects, ranging from simple automation tasks to complex IoT systems.

Python is a fairly old Programming Language (1991) compared to many other Programming
Languages like C# (2000), Swift (2014), Java (1995), PHP (1995). Python has during the last 10
years become more and more popular. Today, Python has become one of the most popular
Programming Languages. There are many di erent rankings regarding which programming language
which 1s most popular. In most of these ranking, Python is in top 10. One of these rankings is the
IEEE Spectrums ranking of the top programming languages . From this ranking we see that Python
1s the most popular Programming Language in 2024. We can categories Programming Languages

into the following:

» Web

» Mobile
» Enterprise
>

Embedded

IEEE Spectrum's annual ranking of the Top Programming Languages for 2021 is as follows:

1. Python
2. Java

3. &

4. C+H

5. JavaScript

6. C#

7. R

8. Go

9. HTML
10. Swift
11. Arduino
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12. Matlab
13. PHP

14. Dart

15. SQL

16. Ruby

17. Rust

18. Assembly
19. Kotlin

20. Julia

1. Setting Up the Raspberry Pi
o Install Raspberry Pi OS:
o Download the Raspberry Pi Imager and flash Raspberry Pi OS onto an SD card.

o Insert the SD card into your Raspberry Pi, connect peripherals (keyboard, mouse,

monitor), and power it up.
o Initial Setup:

o Complete the mitial setup by configuring the network, updating the OS, and enabling
SSH if you plan to access the Pi remotely.

2. Installing Python
¢ Pre-installed Python:

o Raspberry P1 OS comes with Python pre-installed. You can verify the installation by

opening the terminal and typing python3 --version.
e Updating Python:
o You can update Python to the latest version using the following commands:

1. sudo apt update
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1. sudo apt upgrade
111.  sudo apt install python3

3. Writing and Running Python Programs

¢ Using the Terminal:

o You can write simple Python scripts directly in the terminal or create .py files using a

text editor like Nano or Vim.

Example:

Create a file hello.py and write a simple program:
Python(Open Sofware)
print(""Hello, Raspberry Pi!")

Run the program with:

Bash(Open Terminal)

python3 hello.py

e Using an IDE:

o For more complex projects, use an IDE like Thonny (pre-installed on Raspberry Pi

OS) or VS Code to write and manage your Python code.

o Thonny is beginner-friendly and comes with features like debugging and stepping

through code.
4. Controlling GPIO Pins with Python

e GPIO Zero Library:

o GPIO Zero is a Python library that simplifies working with the Raspberry P1’s GPIO

pins.
Example:
Blinking an LED
Python(Open Sofware)

from gpiozero import LED
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from time import sleep
led =LED(17)

while True:

led.on()

sleep(1)

led.off()

sleep(1)
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RPi.GPIO Python Library: -

e This package provides a python class to control the GPIO pins on a RP1

e This module 1s unsuitable for real-time or timing critical applications

e [t can not be predicted when Python will be busy garbage collecting

e [t also runs under the Linux kernel which is not suitable for real time applications as it is
multitasking O/S and another process may be given priority over the CPU, causing jitter in
your program.

e For true real-time performance and predictability, use a controller (e.g., Arduino)

https://pypi.python.org/pypi/RPi. GPIO

e The package's documentation cannbe found in following link:-
https://sourceforge.net/p/raspberry-gpio-python/wiki/Examples/
e RPIO.py extends RPi.GPIO and uses the BCM GPIO numbering scheme by default

https://pythonhosted.org/RPIO/

e GRIO interrupts with debouncing
o Interrupts are used to receive notifications from the kernel when GPIO state changes
occur
o Ifdebouncetimeout ms is set, interrupt callbacks will not be started until the specified

milliseconds have passed since the last interrupt
o Mansizes (tsing, sume or notst notification times, ability to triger on specific edge
e TCP socket interrupts
e GPIO input & output
e Hardware PWM

Example:

Controling Led Lights:
Python(Open Sofware)
import RPi1.GPIO as GPIO
import time
GPIO.setmode(GPIO.BCM)

GPIO.setup(17, GPIO.OUT)
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while True:
GPIO.output(17, GPIO.HIGH)
time.sleep(1)
GPIO.output(17, GPIO.LOW)
time.sleep(1)
5. Using Python for Various Projects
¢ Automation:

o Automate tasks such as controlling lights, reading sensors, or sending notifications

using Python scripts.
¢ Web Development:
o Use Flask or Django to create web applications hosted on the Raspberry Pi.
o Data Collection and Analysis:

o Collect data from sensors or APIs and analyze it using libraries like Pandas or

Matplotlib.
¢ Machine Learning:

o Implement machine learning models on the Raspberry Pi using TensorFlow Lite or

other lightweight libraries.
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Basic building blocks of an IoT Device: -

Connectivity Processor Graphics Audio/Video
USB Host CPU GPU HDMI
RJ45/Ethernet 3.5mm audio

F RCA video

E . ._i-_::'-:s-:-g; nect II

Interfaces Storage Interfaces Memory Interfaces
UART SD NAND/NOR
SPI MMC DDR1/DDR2/DDR3
12C SDIO
CAN

An IoT device consists of several essential components that work together to collect, process,

transmit, and sometimes act on data. Here are the primary building blocks:

1. Sensors and Actuators
Sensors: Devices that collect data from the environment, such as temperature, humidity,

motion, light, pressure, or chemical levels.

Examples: Temperature sensors (DHT22), motion sensors (PIR), light sensors (LDR).

o
Actuators: Components that perform actions based on received commands, converting

electrical signals into physical actions.

o Examples: Motors, relays, valves, LEDs.

2. Microcontroller/Processor
Microcontroller (MCU): The brain of the IoT device, which processes sensor data and

controls actuators.

o Examples: Arduino, ESP8266, ESP32, STM32.
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e Microprocessor: More powerful than microcontrollers, used in more complex devices like

smart cameras.
o Examples: Raspberry P1, ARM Cortex processors.
3. Communication Module

o Purpose: Enables the device to connect and communicate with other devices, networks, or

the internet.
e  Types:
o Wi-Fi: For direct internet access (e.g., ESP8266, ESP32 Rapberry P1).

o Bluetooth: Short-range communication, often used in wearables (e.g., Bluetooth Low

Energy).
o Zigbee/Z-Wave: Mesh networking protocols for home automation.
o LoRa/Sigfox: Long-range, low-power communication for remote sensors.
o Cellular (4G/5G): For devices requiring wide-area coverage, such as vehicle trackers.

4. Power Supply

o Battery: Provides mobility and independence from fixed power sources, often with low-

power optimization.
¢ Power Management Unit (PMU): Regulates power usage to extend battery life.

¢ Alternative Power Sources: Solar panels, energy harvesting for remote or difficult-to-access

devices.
5. Memory and Storage
¢« RAM: Temporary memory for data processing and running applications.
« Flash Storage: For storing firmware, configurations, and sometimes data logs.
« External Storage: SD cards or external memory modules for additional data storage.

6. Input/Output Interfaces

¢  GPIO (General-Purpose Input/Output): Pins used to connect sensors, actuators, or other

peripherals.

Provided By Dilbar Yadav 76 Website :- www.arjun00.com.np



o Serial Interfaces (UART, SPI, I12C): For communication between the microcontroller and

sensors or other modules.
7. Firmware and Software
o Firmware: The embedded software that runs on the device, controlling its operations.

¢ Software Libraries: Provide drivers and functions to interact with sensors, actuators, and

communication modules.
8. Enclosure and Physical Design

¢ Enclosure: Protects the internal components from environmental factors like dust, water, or

physical impacts.

o Design Considerations: Size, durability, thermal management, and aesthetics for different

use cases.
9. Security Components

¢ Encryption Modules: Ensuring data security during transmission.

o Authentication Systems: Verifying device identity to prevent unauthorized access.
10. User Interface (Optional)

o Displays: LCD or OLED screens for showing data or system status.

¢ Buttons/Switches: For user interaction and manual control.
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Unit 5: IoT Privacy, Security and Governance

5.1. Vulnerabilities of IoT

The Internet of Things has various vulnerabilities due to its unique characteristics, which attracts

attacker for random attack on the system: -

1. Resource Constraints: IoT devices often have limited computational power, memory, and

energy, making it difficult to implement strong security measures.

2. Network Complexity: IoT involves heterogeneous networks with a vast number of devices,

leading to potential entry points for attackers.

3. Weak Authentication: Many IoT devices use weak or default passwords, exposing them to

unauthorized access.

4. Insecure Communication Protocols: Devices may communicate over insecure protocols that

lack encryption, allowing data interception.

5. Physical Attacks: Since IoT devices are often deployed in open environments, they are

vulnerable to physical tampering.

6. Firmware Vulnerabilities: Outdated or vulnerable firmware mcreases the risk of

exploitation.

7. Data Privacy Risks: IoT devices collect massive amounts of data, including sensitive

information, which could be compromised if improperly handled.

8. Lack of Standardization: The absence of consistent security standards across IoT devices

leaves gaps in defense mechanisms.

5.2 Security Requirements: -

ToT security requirements support an IoT security strategy that is specific to the business, industry,
and network environment. There is a broad swath of protection to be considered in addition to the
rigor of practicing administrative oversight, conducting regular patches and updates, enforcing use

of strong passwords, and focusing on Wi-F1 security.
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Monitoring network and device behavior to detect deviations is a best practice to detect malware
from an IoT device vulnerability. Another best practice is network segmentation of IoT devices
whereby they connect to a separate network to isolate vulnerable devices and threats to prevent
malware from spreading across the enterprise. Applying zero-trust network access provides an

additional layer of security.

1. Device Authentication

Device authentication is critical in IoT to ensure that only legitimate devices are permitted
to join the network or communicate with other devices and services. With the vast number
of devices connected in an IoT system, ensuring that every device can be uniquely
1dentified is vital.

2. Data Confidentiality

Data confidentiality ensures that sensitive data collected or transmitted by IoT devices is
accessible only to authorized entities. With IoT devices often collecting personal, business,
or even critical infrastructure data, this is a crucial requirement.

3. Data Integrity

Data integrity ensures that data has not been altered, corrupted, or tampered with during
transmission or storage. In IoT systems, many devices constantly transmit data, and
ensuring its integrity is vital for reliable system operations.

4. Availability

Availability guarantees that IoT devices and services are accessible when needed. In many
IoT applications (such as health monitoring, smart cities, and industrial systems), device
downtime or network unavailability can have serious consequences.

5. Secure Firmware and Software Updates

Firmware and software updates are necessary for fixing security vulnerabilities, adding new
features, or improving performance. However, delivering these updates securely 1s

6. Access Control

Access control regulates who can interact with the IoT device, what actions they can
perform, and what data they can access. Ensuring proper access control is critical to
preventing unauthorized use or access to sensitive functions and data.

7. Privacy Protection

Privacy protection ensures that personal or sensitive information collected by IoT devices
remains private and is not exposed to unauthorized entities.

Assignment 2:

What do you mean by IoT Threat, how one can analysis IoT Threat in a system.
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5.4 IoT security tomography and layered attacker mode: -

Security tomography is a new idea that takes inspiration from medical imaging techniques, such as
CT scans and applies them to the world of cybersecurity. It uses a bunch of different data points and
perspectives to give a full picture of how secure an organization is. This helps us find and fix any
weaknesses or vulnerabilities that could be exploited. So, it’s like a super-powered security check

for any organization.
Security Tomography in IoT is Mainly of Three Types
1. Security Tomography

IoT security tomography refers to the process of creating a detailed and accurate map of an IoT
system’s security vulnerabilities by analyzing and measuring its various components and
communication channels. This can include identifying and analyzing network traffic, device
configurations, and software vulnerabilities, intrusion detection, traffic analysis as well as

monitoring for suspicious or malicious activity.
2. Computational Tomography

IoT computational tomography refers to the use of computational methods to infer the internal state
or structure of a connected device or network of devices. This can include inferring the presence or
absence of certain features or functionality, as well as identifying any potential vulnerabilities or
performance issues. This can be done through techniques such as reverse engineering, simulation,

and machine learning.
3. Network Tomography

IoT network tomography refers to the use of network measurements to infer the internal state or
structure of a connected device or network of devices. This can include inferring the presence or
absence of certain features or functionality. This can be done through techniques such as packet

sniffing, traffic analysis, and network scanning. This type of tomography also includes:
e WSNs
o RFIDs Networks
o IoT Networks

o Allocating resources and ensuring the network reliability and security
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Layered Attacker Model in IoT

A layered attacker model in IoT refers to a framework for understanding the different types of
attacks that can be launched against IoT devices and networks, and the different layers of security

that are required to protect against them. This model has typically three layers-
1. Physical Layer

This is the layer of the device or network that is physically accessible. This layer is also known as
the sensor layer or perception layer, this layer must collect the information from sensors and the

identified things.
o Physical or service disturbance — it includes tampering with the devices and services.
¢ LAN node attack — it 1s done using MAC flooding or ARP poisoning
¢ Node capture — hazardous attack faced by this layer.

o Intercepting communications — using specialized tools to extract information from the

device

o Timing attack — it observes how long a system takes to respond to different queries and

inputs
2. Network Layer

This 1s the layer of the device or network that is responsible for communication and connectivity.

This layer 1s also known as the transmission layer.

¢ Man-in-the-middle attacks — attackers secretly alter the communication between sender and

receiver

e Denial of Service (DoS) Attack — this attack prevents users from accessing devices or other

network resources
e Storage attack — threat/attacks on storage devices or cloud storage
o Unauthorized access to the network
o Packet sniffing and DoS attacks — such as ping floods and ICMP attacks

3. Application Layer
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This is the layer of the device or network that is responsible for the processing and storage of data.

Security 1s the key 1ssue for the applications that use IoT technologies.
e Injection attacks — Cross-Site Scripting
o Privilege escalation
e The ability to deal with Mass Data
o Malicious Code Attack
Managing the digital ecosystem: -

The identity-driven IoT platform offers a foundation for organizations to create, secure and grow
their digital ecosystems. It effectively manages the identities of the three key IoT network entities:

connected people, connected systems and connected things.

Connected people: The platform creates a single digital identity for every person— employees,
suppliers, partners, customers and contractors—who needs access to your IoT network and IoT-
enabled products and services, such as the connected car. Identities are quickly—often

automatically—provisioned, delivered, managed and governed securely and at scale.

Connected systems: The platform enables secure integration and information sharing between
disparate systems over the IoT network. The data can be collected from a wide range of sources and
presented in the right format to securely connect your IoT capabilities and enterprise systems, such

as ERP or CRM systems.

Connected things: The platform supports and integrates any Industrial IoT device with which you
need to connect and share information. It should be agnostic of device type, communications protocol
or data standard. IoT devices and gateways can be seamlessly connected to people, enterprise

applications and other things through standards-based, any-to-any integration in Realtime.
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Identity establishment in IoT security is the process of verifying and ensuring that an IoT device
has a unique, authentic, and trusted identity within a network. This is crucial for secure
communication, controlling access, and protecting the integrity of the IoT ecosystem. Without proper
1dentity establishment, devices can be spoofed, tampered with, or compromised, leading to security

vulnerabilities.
1dentity establishment is approached in IoT security:
Key Approaches:

1. Device Authentication:

Device authentication ensures that each IoT device 1s who it claims to be before it can join or
communicate with a network. This process often uses cryptographic techniques to verify the

identity of the device.
o Digital Certificates (PKI-based)
o Public/Private Key Cryptography
o Secure Boot (firmware verification)
o Pre-shared Keys (PSK)
o Hardware-based Identity (TPM, HSM)
2. Unique Identifiers:

Each IoT device needs a unique identifier to distinguish itself within a network. These

identifiers are often globally unique and tied to the physical device.
o MAC Address
o Device ID
o IMEI (for cellular devices)
3. Trusted Platform Modules (TPM) & Secure Elements:

TPMs and Secure Elements (SE) are hardware-based components used to establish secure
identities for IoT devices. They store cryptographic keys and perform sensitive operations in

1solated environments to ensure identity cannot be easily tampered with or cloned.

o TPM: Hardware-based root of trust.
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o Secure Elements: Used in constrained IoT devices.
4. Blockchain for Decentralized Identity:

Blockchain technology offers a decentralized approach to IoT identity management,
particularly in environments where a single point of trust (like a Certificate Authority) is not

desirable. Blockchain-based identity systems can provide:
o Immutable Device Registries
o Decentralized Authentication via blockchain.
5. Enrollment and Provisioning:

The process of enrollment and provisioning refers to securely onboarding a new IoT device
to a network. It involves assigning the device an identity and ensuring that the network

recognizes and trusts the device.
o Secure Enrollment with unique identity assignment.
o Provisioning Protocols (e.g., DPP) for secure onboarding.
6. Mutual Authentication:

IoT systems often require mutual authentication, where both the device and the server (or
another device) authenticate each other before exchanging data. Mutual authentication

ensures that:

o Ensures both the device and server authenticate each other, using protocols like

TLS/DTLS for encrypted communication.
7. Identity Management Platforms:

Identity management platforms provide a centralized or distributed system for managing IoT
1dentities, credentials, and access controls. Some features of identity management platforms

include:
o Automated Certificate Management
o Scalability for large IoT ecosystems

o Policy Enforcement for compliance.
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Message integrity: -

Message integrity in IoT systems ensures that the data transmitted between devices, servers, or
systems has not been altered or tampered with during transmission. It guarantees the authenticity and
accuracy of the data, which is essential in IoT environments where devices often exchange sensitive

information in real-time.
Importance of Message Integrity in IoT

¢ Prevents Data Tampering: Ensures that data is not modified by unauthorized parties (e.g.,

attackers) during transmission.
¢ Maintains Trust: Devices and systems trust the data they receive is accurate and unaltered.

« Protects Sensitive Data: Especially important in applications like healthcare, smart cities,

and industrial control systems, where tampered data can have severe consequences.
Methods to Ensure Message Integrity:
1. Cryptographic Hash Functions:
o Hashing creates a unique fingerprint (hash) of the data being transmitted.
o Common hash algorithms: SHA-256, MDS.

o If even a single bit of the data changes, the hash will change, alerting the system to a

potential integrity breach.
2. Message Authentication Codes (MAC):

o AMAC is a small piece of information that verifies the integrity of the message using

a shared secret key.

o Algorithms such as HMAC (Hashed MAC) combine hash functions and secret keys

for better security.

o Only devices that know the shared secret key can verify the integrity of the message.

3. Digital Signatures:

o A digital signature is generated using the sender’s private key and appended to the

message.
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o The recipient verifies the signature using the sender’s public key, ensuring that the

message 1s both authentic and intact.

o Digital signatures provide both integrity and authentication, commonly used in

systems with public-key cryptography.
4. Transport Layer Security (TLS):

o TLS encrypts the communication between IoT devices, ensuring both confidentiality

and integrity of the transmitted messages.

o It prevents attackers from altering messages by verifying the integrity through

cryptographic checks during transmission.
5. End-to-End Encryption:
o Datais encrypted at the source device and only decrypted at the destination device.

o Ensures that even if the data is intercepted, it cannot be altered or read by unauthorized

parties, ensuring message integrity.
6. Blockchain:

o In decentralized IoT systems, blockchain can ensure message integrity by recording
transactions (data exchanges) in an immutable ledger. Any attempt to alter data would

require changing the entire blockchain, which is computationally infeasible.

7. Secure Communication Protocols:

o Protocols like MQTT, CoAP, and DTLS are used in IoT to ensure secure and reliable
message transmission. These protocols often integrate mechanisms for message

integrity checks.
Non-repudiation and Availability: -

Non-repudiation ensures that an entity (such as a user or device) cannot deny having performed an
action, such as sending or receiving data. In IoT, non-repudiation is essential for accountability,
particularly in systems where sensitive transactions occur, such as i smart contracts, financial

systems, or industrial IoT.
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Functions of Non-repudiation in IoT:

¢ Accountability: It ensures that actions performed by IoT devices can be traced back to the

originating entity, ensuring they cannot later deny their involvement.

¢ Proof of Action: Provides verifiable proof that data was sent or received by a particular
device or user, which is crucial in IoT ecosystems involving sensitive or critical data (e.g.,

healthcare, legal, or financial transactions).

¢ Prevents Fraud: Ensures that once an action is taken (e.g., device registration, data
transmission), the actor cannot falsely claim they didn’t initiate it, helping to reduce fraud and

improve trust in IoT systems.

o Digital Signatures: This function relies on cryptographic mechanisms such as digital
signatures, which verify that a message was signed by a specific device or user and has not

been altered.
Techniques for Achieving Non-repudiation:

« Digital Signatures: A sender’s message is signed with their private key, ensuring they cannot

deny having sent the message, since only they possess the key.

¢ Blockchain: By recording all transactions in a tamper-proof, immutable ledger, blockchain

can provide verifiable proof of actions or events.

¢ Secure Logs and Auditing: Secure logs capture the history of communications and actions,

ensuring a traceable record that can be verified.

Availability ensures that IoT devices, services, and networks are accessible and operational when
needed. This 1s critical for maintaining continuous service, especially in systems that depend on real-

time data, like smart grids, healthcare systems, or autonomous vehicles.
Functions of Availability in IoT:

¢ Service Continuity: Ensures that IoT systems remain operational, avoiding downtime that

could disrupt business processes or critical services.

o Reliability: Guarantees that devices and systems are always ready to perform their functions

when requested, maintaining the overall reliability of the IoT ecosystem.
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+ Resilience Against Attacks: Availability protects IoT systems from Denial of Service (DoS)
and Distributed Denial of Service (DDoS) attacks, which attempt to overwhelm devices or

networks and make them unavailable.

¢ Minimizing Downtime: Through redundancy, load balancing, and disaster recovery
mechanisms, availability ensures that IoT systems experience minimal disruptions, even in

case of failures or cyberattacks.
Techniques for Achieving Availability:

+ Redundancy: Having multiple instances of devices or systems ensures that if one fails, others

can take over, maintaining service availability.

o Load Balancing: Distributing network traffic across multiple devices prevents any single

device from being overwhelmed.

¢ DDoS Protection: Protecting networks from Denial of Service attacks that aim to exhaust

resources and make systems unavailable.

¢ Monitoring and Alerts: Continuously monitoring device and network performance to detect

and address potential issues before they cause downtime.

Security Model for IoT

A security model for IoT outlines the essential security requirements, strategies, and mechanisms
needed to protect IoT devices, data, and networks from potential threats. Given the diverse nature of
ToT environments, where billions of devices are interconnected, the security model must address the

unique challenges such as limited device resources, large-scale deployments, and heterogeneity.
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Unit 6. REAL-WORLD APPLICATIONS and CASE STUDIES

6.1. Real world design constraints and challenges: -

The real-world design constraints are mostly applied to devices and network components. It’s

classified into two types: -

Design Constraints

Functional Constraints Non-Functional Constraints

Technical constraints Non-technical constraints

1) Functional Constraints: Functional design constraints in IoT refer to the specific requirements
and limitations that govern the functionality and operation of IoT systems. Here are some common

functional design constraints in IoT: -

a) Specific sensing and actuating capabilities: Sensing principle and data requirements: Sometimes
continuous sampling of sensing data is required. For some applications, sampling after specific
intervals 1s required. The parameters like higher network throughput, data loss, energy use, etc are
decided based on sensing principle. The sensing field is to be considered for sensing in local area or

distributed sensing.

b) Programming and embedded intelligence: Devices in the IoT are heterogeneous such as various
computational architectures, including MCUs (8-, 16-,32- bit, ARM, 8051, RISC, Intel, etc.), signal
conditioning (e.g. ADC), and memory (ROM, S/F/D) RAM, etc.), communications media, peripheral

components (sensors, actuators, buttons, screens, LEDs), etc.
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In every case, an application programmer must consider the hardware selected or designed, and its
capabilities. Application-level logic decides the sampling rate of the sensor, the local processing
performed on sensor readings, the transmission schedule (or reporting rate), and the management of
the communications protocol stack, among other things. The programmers have to reconfigure and

reprogram devices in case of change in devices in IoT application.

¢) Data Collection and Processing: IoT systems need to efficiently collect and process data from a
variety of sensors and devices. Design constraints include defining the types of data to be collected,
determining the frequency and volume of data, and establishing the processing requirements for real-

time or batch processing.
d) Gateway: Gateway devices or proxies are selected according to need of data transitions.

e) Device Compatibility: IoT systems often involve multiple devices from different manufacturers
with varying communication protocols and data formats. Design constraints include ensuring device
compatibility, defining communication standards or protocols, and establishing mechanisms for

device discovery, registration, and integration.
2) Non-Functional Constraints: Nonfunctional constraints are having two types:
1) Technical constraints
2) Non-Technical constraints

1) Technical constraints: Technical constraints in IoT refer to the limitations and considerations
related to the underlying technology and infrastructure of IoT systems. These constraints impact the
design, implementation, and performance of IoT solutions. Here are some common technical

constraints in IoT:
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a) Network Bandwidth: IoT devices generate and transmit large amounts of data, which can strain
network bandwidth. Technical constraints include the availability and capacity of the network

infrastructure to handle data traffic efficiently and ensure timely delivery of data.

b) Security and Privacy: IoT systems face significant security and privacy challenges due to the large
attack surface and potential vulnerabilities of connected devices. Technical constraints involve
implementing robust security measures, including authentication, encryption, secure communication
protocols, and intrusion detection systems, to protect data and devices from unauthorized access and

attacks.

¢) Connectivity: IoT devices require reliable and secure connectivity to transmit data to the cloud or
other systems. Design constraints include determining the connectivity requirements (e.g., Wi-Fi,
cellular, LPWAN), ensuring network coverage and quality, and establishing mechanisms for seamless

and robust communication.

d) Interoperability: IoT devices come from different manufacturers and may use various
communication protocols and data formats. The architecture should support interoperability by

providing mechanisms to integrate heterogeneous devices and systems seamlessly.

e) Integration with existing systems: IoT systems must be able to integrate with existing systems,
such as enterprise resource planning (ERP) systems, customer relationship management (CRM)
systems, and supply chain management (SCM) systems. This requires the use of common interfaces

and protocols.

f) Maintenance and repair: IoT devices may be deployed in remote or hard-to-reach areas, where
maintenance and repair may be difficult. This constraint must be considered during the design phase
to ensure that the devices can be easily maintained and repaired, or that they have failover

mechanisms in place to ensure continuity of service.

Provided By Dilbar Yadav 91 Website :- www.arjun00.com.np



2) Non-Technical Constraints: -Legal and regulatory compliance: IoT deployments must adhere to
various laws and regulations, including consumer protection, data privacy, security, and product
safety. Complying with legal requirements and industry standards is a non-negotiable constraint that

must be considered during the design and implementation phases.

a) Cultural and social factors: IoT systems may encounter cultural or social barriers that can impact
user acceptance and adoption. Factors like cultural norms, language barriers, and accessibility

requirements must be considered to design inclusive IoT solutions that cater to diverse user needs.

b) Interoperability and standardization: IoT involves a multitude of devices, platforms, and
communication protocols. Interoperability challenges can arise due to the lack of standardized
interfaces and protocols. Ensuring compatibility and interoperability between different IoT devices
and systems 1s a non-technical constraint that needs to be addressed to facilitate seamless integration.
¢) Cost: IoT devices must be designed to be cost-effective, as they are often deployed in large
numbers. This requires the use of low-cost components, efficient manufacturing processes, and

streamlined supply chains.

d) Ethical considerations: IoT devices and systems can raise ethical concerns, particularly regarding
1ssues like surveillance, consent, and data ownership. Designing IoT systems that respect ethical

principles and prioritize the well-being and autonomy of individuals is a significant constraint.

e) Social acceptance and trust: Widespread adoption of IoT technologies depends on public
acceptance and trust. Concerns regarding privacy, security, and the potential impact on employment

or societal structures must be addressed to gain public trust and ensure social acceptance.

f) Business models and economic viability: Developing sustainable business models for IoT solutions
1s crucial. The cost of devices, mfrastructure, maintenance, and connectivity must be balanced with
potential revenue streams and return on investment (ROI). Understanding the economic viability and

ensuring scalability is a non-technical constraint that influences IoT implementation.
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Assignment 3: what is application IOT Platform in present scenario. (5)
6.2.Asset management: -

Asset management in IoT platforms refers to the use of IoT technologies (sensors, trackers, connected
devices) to monitor, manage, and optimize physical assets in real time. IoT platforms help
organizations improve visibility, efficiency, and control over their assets, including machinery,
equipment, inventory, and vehicles. The integration of IoT into asset management enables businesses

to make data-driven decisions, automate processes, and reduce operational costs.
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1. Real-Time Asset Tracking

IoT devices such as GPS trackers, RFID tags, and sensors are attached to assets to provide real-time

location tracking and status updates.

o Location Monitoring: Assets, such as vehicles or containers, can be tracked in real time,
providing valuable insights into their location and movement. This is particularly useful in

logistics and supply chain management.
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¢ Fleet Management: IoT devices are used to track and monitor vehicle fleets, optimize delivery

routes, reduce fuel consumption, and ensure driver safety.
2. Condition Monitoring

IoT-enabled sensors continuously monitor the condition of assets, providing real-time data on their

operational status.

¢ Predictive Maintenance: By collecting data on factors such as temperature, vibration, and
pressure, IoT systems can predict when a machine or equipment will need maintenance,

helping to prevent unplanned downtime.

e Operational Efficiency: Constant monitoring of equipment ensures that assets are operating

efficiently, and early detection of potential issues can prevent costly failures.
3. Inventory Management

IoT helps automate inventory tracking and management, providing real-time visibility into stock

levels and asset availability.

¢ Automated Stock Monitoring: IoT sensors or RFID tags are used to track the movement of

goods in and out of warehouses, improving inventory accuracy and reducing manual labor.

¢ Replenishment and Stock Alerts: IoT systems can automatically trigger reordering when stock

levels fall below a predefined threshold, ensuring that inventory is always at optimal levels.
4. Asset Utilization and Optimization

IoT platforms enable organizations to monitor how assets are being used and optimize their

deployment to maximize efficiency.

o Usage Monitoring: IoT systems track how often and for how long assets (such as machines

or vehicles) are in use, helping identify underused assets or bottlenecks in operations.
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e Energy Consumption Management: IoT systems monitor and optimize the energy
consumption of assets such as HVAC systems, machinery, and industrial equipment, reducing

costs and improving sustainability.
5. Asset Security and Theft Prevention
IoT provides enhanced security for physical assets through real-time monitoring and alerts.

e Geofencing: IoT platforms can create virtual boundaries around physical locations (e.g., a
warehouse or facility), and if an asset leaves this area, the system sends an alert to the

manager.

o Tamper Detection: Sensors can detect any unauthorized access or tampering with critical

assets, immediately alerting authorities to potential security threats.
6. Lifecycle Management

IoT platforms provide comprehensive visibility into the entire lifecycle of an asset, from acquisition

to decommissioning.

e Maintenance Scheduling: Based on real-time data, IoT platforms can schedule maintenance

activities at optimal times to reduce downtime and extend asset life.

¢ End-of-Life Management: When an asset is no longer usable, IoT systems assist in
decommissioning, ensuring proper disposal or recycling, while maintaining compliance with

environmental regulations.
7. Cost Optimization

TIoT-driven asset management reduces operational costs by improving asset performance and

minimizing downtime.
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¢ Reduced Maintenance Costs: Predictive maintenance reduces the need for reactive repairs

and unplanned downtime, leading to lower maintenance costs.

e Operational Cost Savings: By optimizing the use of assets, energy consumption, and

mventory levels, IoT platforms help businesses save money on operational expenses.
8. Compliance and Reporting

ToT platforms provide data and insights that help organizations comply with regulatory requirements

and maintain accurate records for audits.

¢ Regulatory Compliance: IoT ensures that assets meet industry and government regulations

(e.g., safety standards, energy consumption requirements).

¢ Data-Driven Audits: The continuous collection of data from assets allows for accurate record-

keeping and simplifies the audit process.
9. Remote Monitoring and Control

IoT enables organizations to monitor and control assets remotely, allowing for greater flexibility and

efficiency.

¢ Remote Diagnostics: IoT platforms enable remote troubleshooting and diagnostics of assets,

allowing technicians to identify and resolve issues without the need for physical inspections.

e Automation: IoT systems can automate various processes, such as switching off equipment

during periods of inactivity, improving asset efficiency, and reducing energy waste.
6.3.Industrial Automation: -

Industrial automation refers to using control systems (computers, robots, etc.) to handle different
processes in industries, reducing human intervention. Traditional automation focused on fixed or

rigid systems, while modern automation leverages advanced technologies like IoT to make
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systems flexible and efficient. IoT connects physical devices (machines, sensors, etc.) via the
internet to collect and exchange data. In industrial settings, IoT helps monitor, control, and

optimize processes remotely in real time.
IOT Industrial Automation can be Found As: -
e Monitoring: Real-time data collection from machines and processes.
¢ Control: Remote and automated control of machines based on data analysis.

o Predictive Maintenance: Sensors detect potential issues in machines before breakdowns

occur, reducing downtime.

Benefits of Using IoT in Industrial Automation: -

o Efficiency: Automated systems improve production speed and accuracy.

o Cost Reduction: Optimizes processes, reduces energy use, and minimizes machine failures.

e Real-time Data: Continuous monitoring leads to better decision-making.

o Improved Safety: IoT can monitor hazardous conditions, ensuring worker safety.
Key Technologies for IoT in Automation

¢ Cloud Computing: Stores and processes large volumes of data.

o Edge Computing: Processes data locally on devices to reduce latency.

e Machine Learning (ML) & Al: Enhances predictive analytics and automation.

¢ 5G Networks: High-speed communication between devices.

e Cybersecurity: Protects industrial data from unauthorized access.

IoT Platforms for Industrial Automation
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e Microsoft Azure IoT: Cloud-based platform with device management, analytics, and security

tools.

e AWSIoT: A platform for large-scale data collection and Al-driven automation.

e Siemens MindSphere: Tailored for industries to collect, analyze, and optimize operational

data.

Applications of IoT in Industry

Predictive Maintenance: Detects equipment issues early, saving time and repair costs.
e Smart Manufacturing: Fully automated production lines managed by IoT systems.
e Energy Management: Tracks energy consumption to optimize usage.

e Supply Chain: IoT helps track products and materials, improving logistics and inventory

management.
Smart Grid: (IMP)

Smart grids use the Internet of Things (IoT) to improve the efficiency, reliability, and sustainability
of energy delivery. IoT devices enable smart grids to communicate with each other and with

consumers, allowing for real-time monitoring and management.
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¢ Generate: Smart grids facilitate the integration of diverse generation sources, including

renewables, ensuring a flexible and sustainable energy supply.

e Distribute: They employ advanced communication technologies to dynamically manage the

distribution of electricity, enhancing the reliability and efficiency of power delivery.

¢ Use: Smart grids enable real-time monitoring and control of energy consumption, allowing

consumers to use electricity more efficiently through smart appliances and meters.

o Control: These grids utilize automated control systems to respond instantly to changes in

energy demand and supply, maintaining grid stability.
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e Store: Smart grids incorporate energy storage solutions that can store excess energy during

low demand and release it during peak times, optimizing energy usage.
Use of Smart IOT in Power Grids: -
¢ Monitoring

Sensors collect data on voltage, current, and other parameters across transmission lines and

substations. This allows for real-time monitoring of the entire grid infrastructure.
¢ Demand response

Smart meters and IoT devices in homes and businesses allow utilities to remotely manage energy

consumption during peak hours.
¢ Renewable energy

IoT allows for the seamless integration of renewable energy sources, such as solar and wind farms.
¢ Electric vehicles

IoT can track the state of charge, location, and identity of electric vehicles (EVs). This can help
improve the efficiency of charging and discharging schedules, which can reduce emissions and

increase the use of renewable power.
o Data collection

Smart meters and IoT devices collect and analyze data in real time, which can help utilities anticipate

energy needs and make more informed choices.
¢ Predictive maintenance
IoT data can help predict maintenance needs, which can improve farm reliability and efficiency.

o Battery monitoring
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IoT can track battery health, charge levels, and performance metrics in real time. This can help

improve battery usage and lifespan.

e-Health Body Area Networks: -

An e-Health Body Area Network (WBAN) is a system of wireless sensors that are worn on or inside
the body to monitor and transmit health data to a caregiver. WBANSs are a critical technology for
healthcare, allowing for early detection of medical conditions and computer-assisted
rehabilitation. They can also be used in the military to monitor soldiers' health and location, and to

communicate between soldiers and base commanders.

A typical body area network kit will consist of sensors, a Processor, a transceiver and a battery.
Physiological sensors, such as ECG and SpO2 sensors, have been developed. Other sensors such as

a blood pressure sensor, EEG sensor and a PDA for BSN interface are under development.

Intra-BAN Wif"¢|¢$ifm1w0l‘k Healthcare Unit
= Interface &
PDA J Secure data )/

ar.;&l:zi 4
Data processing

“B) ». A ’ centre

_ ((ﬁ)) )

R |

- computerized
g imagi
/BHand held | | ¢ "

[ W) Sink/
coordinator

= Wireless node A
[ ) Physician/

Doctor

Provided By Dilbar Yadav 101 Website :- www.arjun00.com.np



e-Health BAN Works in IoT:

¢ Step 1: Data Collection: Sensors attached to the patient’s body collect health-related data

continuously or at regular intervals.

e Step 2: Data Transmission: The data is transmitted wirelessly to a central hub (smartphone

or local server).

e Step 3: Data Processing & Analytics: The hub sends the data to the cloud, where advanced

analytics or Al algorithms analyze the data.

¢ Step 4: Real-Time Monitoring: The processed data is then visualized for doctors or

healthcare providers via dashboards, allowing them to monitor the patient's health remotely.

e Step S: Alerts & Actions: If abnormal health patterns are detected (e.g., irregular heartbeat),

an alert 1s sent to both the patient and healthcare provider for timely intervention.
Applications of e-Health BAN in IoT:

« Remote Patient Monitoring: Continuous tracking of patients with chronic diseases (e.g.,

diabetes, heart conditions) without the need for frequent hospital visits.

¢ [Elderly Care: Monitoring the health of elderly individuals in real-time to prevent medical

CINCTECI cies.

o Fitness and Wellness: Wearable devices used for fitness tracking and overall health

management.

¢ Post-Surgery Care: Monitoring patients remotely after surgeries to detect complications

early and reduce hospital readmissions.
e Telemedicine: Health data collected through BAN can be used in virtual doctor consultations.

Benefits of e-Health BAN in IoT:
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¢ Real-time Monitoring: Enables continuous health tracking, providing immediate data that

can be critical in emergencies.

o Early Detection: Early detection of health issues allows preventive actions, improving

patient outcomes.

e« Improved Patient Engagement: Patients can access their health data in real-time,

encouraging active participation in their health management.

¢ Reduced Healthcare Costs: Reduces the need for hospital visits and stays by allowing

remote monitoring and care.
Commercial Building Automation: -

Commercial building automation using an IoT platform involves using smart devices and sensors to

control and monitor building systems:
o Heating, ventilation, and air conditioning (HVAC)
IoT-enabled systems can optimize HVAC based on occupancy levels and weather conditions.
o Lighting
IoT-enabled lighting systems can adjust brightness based on occupancy levels.
¢ Plumbing
IoT sensors can monitor water usage, detect leaks, and automate irrigation systems.
¢ Electrical
IoT-powered meters and monitors can track usage, optimize efficiency, and detect faults.
¢ Indoor environmental quality (IEQ)

IoT sensors can monitor temperature, lighting, and indoor air quality (IAQ) in real time.
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¢ Occupancy data

ToT sensors can collect occupancy data to help identify underutilized spaces.

¢ Energy consumption

IoT-enabled monitoring systems can provide real-time insights into a building's energy use.

IoT-enabled building automation can:

Reduce manual work

e Accelerate system functions

e Streamline day-to-day operations

¢ Enhance efficiency

¢ Reduce downtime

e Reduce energy consumption

« Enhance occupant comfort

¢ Maintain the value of the building
Smart City: -

Smart cities use IoT to improve the quality of life for residents, reduce waste, and enhance
sustainability. They use a network of sensors, actuators, and other smart devices to collect and

analyze data. This data can be used to improve infrastructure, public utilities, and services.

Participatory sensing (PS) is a sensing paradigm that uses people and their mobile devices as
sensors in smart cities. It can help users understand how information flows through a system and

make informed decisions about sharing data.
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Participatory Sensing in Smart Cities:
1. Air Quality Monitoring:

o Citizens with air quality sensors on their smartphones or wearable devices can
measure pollution levels in their neighborhood. This data 1s then uploaded to a

centralized platform, creating a city-wide map of air quality conditions.

o Example: Projects like Air Quality Egg allow citizens to monitor local air pollution

and contribute data to a shared network.
2. Traffic and Mobility Data:

o Participatory sensing enables real-time traffic and congestion reporting by citizens
through apps like Waze or Google Maps, where drivers share traffic conditions,

accidents, and roadblocks.
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o This information helps city traffic control systems optimize traffic lights, reroute

vehicles, and manage urban mobility efficiently.
3. Noise Pollution Detection:

o Citizens using smartphones equipped with sound-level measurement apps can report
noise pollution in residential or commercial areas. The data can inform city officials

about areas that need noise regulation or enforcement of zoning laws.
4. Public Infrastructure Monitoring:

o Citizens report problems like broken streetlights, water leaks, or damaged roads by
taking pictures and sharing them through city apps or social media. The city’s IoT

system logs the issues and dispatches repair teams accordingly.

o Example: SeeClickFix is a platform that enables citizens to report non-emergency
1ssues in their communities, like potholes or graffiti, contributing to more efficient

urban management.
5. Crowdsourced Disaster Response:

o During natural disasters (e.g., floods, fires), citizens can use participatory sensing to
share real-time information, such as the status of roads, shelters, or emergency

resources, which can be integrated into disaster management systems.
Benefits of Participatory Sensing in Smart Cities:
1. Citizen Engagement and Empowerment:

o Participatory sensing encourages citizens to actively engage in city management by
contributing real-time data, promoting transparency, and strengthening their

relationship with city authorities.
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2. Real-Time Data Collection:

o Since citizens are spread throughout the city and can continuously provide data,
participatory sensing leads to more accurate, real-time, and hyper-localized insights

compared to traditional sensor networks.
3. Cost-Effective Data Collection:

o By leveraging citizen devices, cities can reduce the costs associated with installing

and maintaining vast networks of IoT sensors.
4. Improved Decision-Making:

o The collected data, combined with other IoT inputs, provides authorities with better
insights into city operations, enabling them to make data-driven decisions about

infrastructure improvements, resource allocation, and urban planning.
5. Sustainability and Efficiency:

o Participatory sensing helps cities identify areas where energy usage, water
consumption, or waste management can be optimized, contributing to more

sustainable urban environments.
Cloud Storage Models & Communication: -

Cloud storage models and communication in IoT (Internet of Things) platforms are essential
components that enable efficient data management and interaction among devices. It enables the
transmission of data and storing of data and files on remote storage systems. Cloud storage enables
companies to store, manage, backup, and process data over cloud-enabled platforms providing

flexibility, scalability, and connectivity.
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Cloud Storage Models in IoT

1. Public Cloud: Services are offered over the internet and shared across multiple clients.
Examples include AWS, Google Cloud, and Microsoft Azure. They are cost-effective and

scalable but may raise privacy concerns.

2. Private Cloud: Dedicated to a single organization, providing more control and security over

data. It’s suitable for businesses with strict data compliance requirements.

3. Hybrid Cloud: Combines public and private clouds, allowing for flexibility in data storage
and management. Organizations can keep sensitive data on a private cloud while leveraging

public cloud resources for less sensitive information.

4. Multi-Cloud: Involves using services from multiple cloud providers to avoid vendor lock-in
and enhance redundancy. It can improve performance by allowing data to be stored closer to

where it 1s needed.

5. Edge Computing: A decentralized model where data processing occurs closer to the source
(at the "edge" of the network). This reduces latency and bandwidth usage, making it ideal for

real-time applications in IoT.
Communication in IoT Platforms
1. Protocols: Various communication protocols are used in IoT, including:

o MQTT (Message Queuing Telemetry Transport): A lightweight messaging protocol

for low-bandwidth, high-latency networks. It’s widely used in IoT due to its efficiency.

o CoAP (Constrained Application Protocol): Designed for resource-constrained devices

and networks, enabling efficient communication in IoT environments.
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o HTTP/HTTPS: Standard web protocols that can also be used in IoT, though they may

not be as efficient as MQTT or CoAP for constrained devices.

o WebSocket: A protocol for full-duplex communication channels over a single TCP

connection, useful for real-time applications.
2. Network Architectures:

o Client-Server Architecture: Traditional model where devices (clients) communicate

with a central server for data processing and storage.

o Peer-to-Peer (P2P): Devices communicate directly with each other without a central

server, enhancing resilience and reducing bottlenecks.

o Mesh Networking: Devices relay data to each other, creating a network where data

can take multiple paths to reach its destination, improving coverage and reliability.

3. Data Management: Effective data management strategies are vital for handling the vast

amounts of data generated by IoT devices. This includes:
o Data Ingestion: Collecting data from various sources, often using stream processing.

o Data Storage: Choosing the appropriate storage solution based on data type, access

patterns, and compliance requirements.

o Data Analytics: Using tools and frameworks to analyze data for insights and decision-

making.
API: -

The term API (application programming interface) is the tool software developers use to gather and
transfer data from one application or computer to another. Or in other words, APIs enable developers

to programmatically interact with software components both inside and outside of their own code.
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APIs are sets of rules and protocols that allow different software applications to communicate with
each other. They define the methods and data formats that applications can use to request and

exchange information.
Types of APIs in IoT

o« RESTful APIs: These APIs use HTTP requests to access and manipulate data. They are
stateless and can be used to create, read, update, and delete resources. REST APIs are widely

used in IoT due to their simplicity and compatibility with web standards.

¢«  WebSocket APIs: These provide full-duplex communication channels over a single TCP
connection. They are useful for real-time applications, enabling devices to send and receive

data without the need for repeated HTTP requests.

e MQTT APIs: While MQTT i1s primarily a messaging protocol, there are APIs that allow
devices and applications to interact with MQTT brokers, enabling them to publish and

subscribe to messages.

e CoAP APIs: Similar to REST APIs, but designed for constrained environments, CoAP APIs

allow devices to interact using a lightweight protocol suitable for low-power devices.
Functions of APIs in IoT

« Device Management: APIs enable remote management of IoT devices, allowing for tasks

such as configuration, monitoring, and updating firmware.

« Data Exchange: APIs facilitate the exchange of data between devices and cloud platforms,

enabling data collection, storage, and processing.

¢ Integration with Third-Party Services: APIs allow IoT platforms to integrate with other
services and applications, such as analytics tools, machine learning services, or user

interfaces.
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e Security: APIs can implement authentication and authorization mechanisms, ensuring that

only authorized devices and applications can access the system.
Importance of APIs in IoT

e Interoperability: APIs enable different devices and platforms to communicate with each

other, fostering a more integrated ecosystem.

¢ Scalability: APIs support the addition of new devices and services without disrupting existing

functionality, making it easier to scale IoT solutions.

¢ Ease of Development: APIs simplify the development process by providing predefined

methods for interacting with devices and services, reducing the complexity for developers.

¢ Real-Time Communication: With WebSocket and MQTT APIs, IoT applications can
achieve real-time data exchange, which is critical for applications requiring immediate

responses.
Amazon Web Services for IoT: -

Amazon Web Services (AWS) offers a comprehensive set of services and tools specifically designed
for IoT (Internet of Things) applications. AWS IoT provides a robust infrastructure that enables
developers and businesses to connect, manage, and analyze IoT devices and data. Here’s an overview

of the key services and features of AWS for IoT.
1. Core Services
o Compute:

o Amazon EC2 (Elastic Compute Cloud): Provides resizable compute capacity in the

cloud, allowing users to launch virtual servers and manage them based on their needs.
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o AWS Lambda: A serverless computing service that lets users run code in response to

events without provisioning or managing servers.

o Amazon ECS (Elastic Container Service) and EKS (Elastic Kubernetes Service):
Services for running and managing contaimnerized applications using Docker and

Kubernetes.
o Storage:

o Amazon S3 (Simple Storage Service): Scalable object storage for data backup,

archiving, and analytics.

o Amazon EBS (Elastic Block Store): Provides block storage volumes for use with

Amazon EC2 instances.
o Amazon Glacier: Low-cost cloud storage for data archiving and long-term backup.
o Databases:

o Amazon RDS (Relational Database Service): Managed relational database service that

supports several database engines, including MySQL, PostgreSQL, and Oracle.

o Amazon DynamoDB: A fully managed NoSQL database service that provides fast and

predictable performance with seamless scalability.
o Amazon Redshift: A managed data warehouse service designed for big data analytics.
¢ Networking:

o Amazon VPC (Virtual Private Cloud): Enables users to create isolated virtual

networks within the AWS cloud.

o AWS Direct Connect: Provides dedicated network connections from your premises to

AWS.
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o Amazon Route 53: A scalable domain name system (DNS) web service designed for

high availability and low latency.
2. Security and Identity

e AWS IAM (Identity and Access Management): Enables users to manage access to AWS

services and resources securely.
¢ AWS Shield: Provides DDoS protection for applications running on AWS.

e AWS WAF (Web Application Firewall): Protects web applications from common web

exploits.
3. Machine Learning and Artificial Intelligence

¢ Amazon SageMaker: A fully managed service that provides tools for building, training, and

deploying machine learning models.

e AWS Rekognition: Provides image and video analysis capabilities, including facial

recognition and object detection.
e Amazon Lex: A service for building conversational interfaces using voice and text.
4. Analytics
¢ Amazon Kinesis: Enables real-time data processing and analytics on streaming data.

e Amazon Athena: An interactive query service that allows users to analyze data in Amazon S3

using SQL.

e  AWS Glue: A managed ETL (extract, transform, load) service that simplifies data preparation

for analytics.

5. Developer Tools
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e AWS CodeCommit: A managed source control service that hosts secure Git repositories.

e  AWS CodeBuild: A fully managed build service that compiles source code and runs tests.

¢« AWS CodeDeploy: Automates the deployment of applications to various compute services.
6. Management and Monitoring

¢ Amazon CloudWatch: A monitoring service for AWS resources and applications that provides

insights into system performance.

¢« AWS CloudFormation: Enables users to define and provision AWS infrastructure as code,

making it easier to deploy and manage resources.

o AWS Systems Manager: Provides operational data and management tools for AWS resources,

including automation and compliance.
7. Global Infrastructure

e Regions and Availability Zones: AWS has a global presence with multiple geographic regions,

each consisting of multiple isolated Availability Zones to enhance reliability and redundancy.
8. Cost Management

e AWS Pricing: Offers a pay-as-you-go pricing model, allowing businesses to pay only for the

services they use, with options for reserved instances and savings plans for cost optimization.
9. Use Cases
o Web Hosting: Hosting websites and applications with high availability and scalability.
o Big Data Analytics: Analyzing large datasets to gain insights and drive business decisions.

e ToT Applications: Building and managing IoT applications with real-time data processing and

analytics.
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e Machine Learning: Developing and deploying machine learning models for various

applications.

Thank You!
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